
City and County of San Francisco 
Office of Contract Administration 

Purchasing Division 
City Hall, Room 430 

1 Dr. Carlton B. Goodlett Place 
San Francisco, California 94102-4685 

Software and Equipment Maintenance Attachment 
for Agreements between the City and County of San Francisco and 

Shotspotter Inc. 

This Software Maintenance Attachment ("Attachment") is appended to the Shotspotter Flex 
Services Agreement between the City and County of San Francisco ("City") and Shotspotter, 
Inc. ("Contractor"), as Appendix A. The terms and conditions of this Attachment are referenced 
in and incorporated into the ShotSpotter Flex Services Agreement and Quotation between City 
and Contractor. City and Contractor agree that the terms and conditions of this Attachment 
cover support and maintenance services to be provided by Contractor to City, for the equipment 
system components, Licensed Software, and user manuals associated to the ShotSpotter Gunshot 
Location System purchased and leased by the City, located in 14.02 square miles of coverage in 
the City and County of San Francisco. 

1. Definitions. Where any word or phrase defined below, or a pronoun used in place 
thereof, is used in any part of this Attachment, it shall have the meaning herein set forth. 

Effective Date Date upon which the Controller has certified to the availability of funds 
and the Contractor has been notified in writing or the Software is received 
and installed at the customer site, whichever is later. 

Errors, Defects Either a deviation between the function of the Software and the 
and Malfunctions documentation furnished by Contractor for the Software, or a failure of the 

Software which degrades the use of the Software. 

Fix Repair or replacement of source, object or executable code in the Software 
to remedy an Error, Defect or Malfunction. 

Maintenance This Software Maintenance Attachment which together specify the terms 
Agreement and conditions for the correction of software Errors, Defects and 

Malfunctions in the Software, for the provision of Upgrades to the 
Software, and for the provision of Support Services to end users of the 
Software, and for maintenance of the system's equipment purchased or 
leased from Shotspotter, Inc. 
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Patch Temporary repair or replacement of code in the Software to remedy an 
Error, Defect or Malfunction. Patches may be made permanent and 
released in Subsequent Releases of the Software. 

Priority Category A priority assigned to an Error, Defect or Malfunction, designating the 
urgency of correèting an Error, Defect or Malfunction. Assignment of a 
Priority Category to an Error, Defect or Malfunction is based on City's 
determination of the severity of the Error, Defect or Malfunction and 
Contractor's reasonable analysis of the priority of the Error, Defect or 
Malfunction. 

Priority Protocol Based on the Priority Category, rules specifying the turnaround time for 
correcting Errors, Malfunctions and Defects; escalation procedures, and 
personnel assignment. 

Software Licensed programs and associated documentation licensed to City by 
Shotspotter, Inc., and any modification or Upgrades or modifications to 
the program(s) provided under this Maintenance Agreement. 

Subsequent Release A release of the Software for use in a particular operating environment 
which supersedes the Software. A Subsequent Release is offered and 
expressly designated by Contractor as a replacement to a specified 
Software product. A Subsequent Release will be supported by Contractor 
in accordance with the terms of this Software Maintenance Attachment. 
Multiple Subsequent Releases may be supported by Contractor at any 
given time. 

Support Services The Software support service required under this Maintenance Agreement. 
Support Services include correcting an Error, Defect or Malfunction; 
providing telephone and/or online support concerning the installation and 
use of the Software; training in the installation and use of the Software; 
on-site consulting and application development services; detection, 
warning and correction of viruses; and disabled/disabling code. 

Upgrade Either an enhancement to the Software code to add new features or 
functions to the system or software programming revisions containing 
corrections to Errors, Defects and Malfunctions that have been reported by 
users or discovered by the Contractor. 

Warranty Period A period commencing with the installation of the Software product during 
which reported Errors, Defects and Malfunctions for Software products 
are corrected without charge in accordance with the provisions below. 

Workaround A change in the procedures followed or end user operation of the software 
to avoid an Error, Defect or Malfunction without significantly impairing 
functionality or degrading the use of the Software. 
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Whenever the words "as directed," "as required," "as permitted," or words of like effect 
are used, it shall be understood as the direction, requirement, or permission of the San Francisco 
Police Department. The words "sufficient," "necessary," or "proper," and the like, mean 
sufficient, necessary or proper in the judgment of the San Francisco Police Department, unless 
otherwise indicated by the context. 

2. Certification of Funds; Budget and Fiscal Provisions; Termination in the Event of 
Non-Appropriation. This Maintenance Agreement is subject to the budget and fiscal provisions 
of the City's Charter. Charges will accrue only after prior written authorization certified by the 
City's Controller, and any amount of the City's obligation hereunder shall not at any time exceed 
the amount certified for the purpose and period stated in such advance authorization. This 
Maintenance Agreement will terminate without penalty, liability or expense of any kind to City 
at the end of any fiscal year in the event funds are not appropriated for the next succeeding fiscal 
year. If funds are appropriated for a portion of the fiscal year, this Maintenance Agreement will 
terminate, without penalty, liability or expense of any kind at the end of the term for which funds 
are appropriated. 

THIS SECTION SHALL CONTROL AGAINST ANY AND ALL OTHER 
PROVISIONS OF THIS MAINTENANCE AGREEMENT. 

3. Term of the Maintenance Agreement. Subject to Section 2, the term of this 
Maintenance Agreement shall be from September 1, 2016 to August 31, 2020, with two options 
to extend for a period of two years each at the sole and absolute discretion of the City. 

4. City's Payment Obligation. The City will make a good faith attempt to pay all invoices 
within 30 days of billing. However, in no event shall City be liable for interest or late charges 
for any late payments made after such 30 day period. Contractor and the City understand and 
intend that the obligations of the City to pay maintenance charges hereunder shall constitute a 
current expense of the City and shall not in any way be construed to be a debt of the City in 
contravention of any applicable constitutional or statutory limitations or requirements concerning 
the creation of indebtedness by the City, nor shall anything contained herein constitute a pledge 
of the general tax revenues, funds or monies of the City. The City shall pay maintenance 
charges, exclusively from legally available funds, to Contractor or, in the event of an authorized 
assignment by Contractor to its assignee, according to the terms of this Maintenance Agreement, 
upon presentation of invoices furnished by Contractor in a form acceptable to the Controller. 
Payments will be made by warrant drawn on the Treasurer of the City. In no event shall the 
amount of this Maintenance Agreement exceed $1,641,163.00 (One million seven hundred 
forty-one thousand one hundred sixty-three dollars and no cents). The breakdown of costs 
associated with this Maintenance Agreement appears in the agreement between City and 
Contractor, dated March 8, 2017 to which this Attachment is attached. 

5. Guaranteed Maximum Costs. The City's obligation hereunder shall not at any time 
exceed the amount certified by the Controller for the purpose and period stated in such 
certification. Except as may be provided by City ordinances governing emergency conditions, 
the City and its employees and officers are not authorized to request Contractor to perform 
services or to provide materials, equipment and supplies that would result in Contractor 
performing services or providing materials, equipment and supplies that are beyond the scope of 
the services, materials, equipment and supplies agreed upon in the contract unless the 
Maintenance Agreement is amended in writing and approved as required by law to authorize the 
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additional services, materials, equipment or supplies. The City is not required to reimburse 
Contractor for services, materials, equipment or supplies that are provided by Contractor which 
are beyond the scope of the services, materials, equipment and supplies agreed upon in the 
contract and which were not approved by a written amendment to the Maintenance Agreement 
having been lawfully executed by the City. The City and its employees and officers are not 
authorized to offer or promise to Contractor additional funding for the contf act which would 
exceed the maximum amount of funding provided for in the contract for Contractor's 
performance under the contract. Additional funding for the contract in excess of the maximum 
provided in the contract shall require lawful approval and certification by the Controller. The 
City is not required to honor any offered or promised additional funding for a contract which 
exceeds the maximum provided in the contract which requires lawful approval and certification 
of the Controller when the lawful approval and certification by the Controller has not been 
obtained. The Controller is not authorized to make payments on any contract for which funds 
have not been certified as available in the budget or by supplemental appropriation. 

6. Payment; Invoice Format. Invoices furnished by Contractor under this Maintenance 
Agreement must be in a form acceptable to the Controller. Each invoice must contain a unique 
identifying number. All amounts paid by City to Contractor shall be subject to audit by City. 
Payment shall be made by City to Contractor at the address specified in the section entitled 
"Notices to the Parties." City may withhold payment to Contractor in any instance in which 
Contractor has failed or refused to satisfy any material obligation provided for under this 
Maintenance Agreement. 

7. Submitting False Claims; Monetary Penalties. Pursuant to San Francisco 
Administrative Code §21.35, any contractor, subcontractor or consultant who submits a false 
claim shall be liable to the City for the statutory penalties set forth in that section. A contractor, 
subcontractor or consultant will be deemed to have submitted a false claim to the City if the 
contractor, subcontractor or consultant: (a) knowingly presents or causes to be presented to an 
officer or employee of the City a false claim or request for payment or approval; (b) knowingly 
makes, uses, or causes to he made or used a false record or statement to get a false claim paid or 
approved by the City; (c) conspires to defraud the City by getting a false claim allowed or paid 
by the City; (d) knowingly makes, uses, or causes to be made or used a false record or statement 
to conceal, avoid, or decrease an obligation to pay or transmit money or property to the City; or 
(e) is a beneficiary of an inadvertent submission of a false claim to the City, subsequently 
discovers the falsity of the claim, and fails to disclose the false claim to the City within a 
reasonable time after discovery of the false claim. 

8. Taxes. Payment of any taxes, including possessory interest taxes and California sales 
and use taxes, levied upon this Maintenance Agreement, the transaction, or the services delivered 
pursuant hereto, shall be the obligation of Contractor. If this Maintenance Agreement entitles 
Contractor to the possession, occupancy or use of City real property for private gain, then the 
following provisions apply: 

a. Contractor, on behalf of itself and any permitted successors and assigns, 
recognizes and understands that this Maintenance Agreement may create a possessory interest 
subject to property taxation and Contractor, and any permitted successor or assign, may be 
subject to the payment of such taxes. 
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b. Contractor, on behalf or itself and any permitted successors and assigns, further 
recognizes and understands that any assignment permitted hereunder and any exercise of any 
option to renew or other extension of this Maintenance Agreement may constitute a change in 
ownership for purposes of property taxation and therefore may result in a revaluation of any 
possessory interest created hereunder. Contractor shall report any assignment or other transfer of 
any interest in this Maintenance Agreement or any renewal or extension thereof to the County 
Assessor within sixty days after such assignment, transfer, renewal or extension. 

C. Contractor further agrees to provide such other information as may be requested 
by the City to enable the City to comply with any reporting requirements under applicable law 
with respect to possessory interests. 

9. Scope of Service Coverage 

a. Contractor shall provide Support Services and provide Upgrades during the term 
of this Maintenance Agreement for the Software. 

b. During the term of this Maintenance Agreement, Contractor will furnish Error, 
Defect or Malfunction correction in accordance with the Priority Categories listed below, based 
on the City's determination of the severity of the Error, Defect or Malfunction and Contractor's 
reasonable analysis of the priority of the Error, Defect or Malfunction. 

1) Priority 1: An Error, Defect or Malfunction which renders the Software 
inoperative; or causes the Software to fail catastrophically. 

2) Priority 2: An Error, Defect or Malfunction which substantially degrades 
the performance of the Software, but does not prohibit the City's use of the Software. 

3) Priority 3: An Error, Defect or Malfunction which causes only a minor 
impact on the use of the Software. 

C. Contractor will furnish Error, Defect or Malfunction correction in accordance 
with the following protocols: 

1) Priority 1 Protocol: Within two hours, Contractor assigns a product 
technical specialist(s) to diagnose and correct the Error, Defect or Malfunction; thereafter, 
Contractor shall provide ongoing communication about the status of the correction; shall proceed 
to immediately provide a Fix, a Patch or a Workaround; and exercise all commercially 
reasonable efforts to include a Fix or Patch for the Error, Defect or Malfunction in the next 
Subsequent Release. Contractor will escalate resolution of the problem to personnel with 
successively higher levels of technical expertise until the Error, Defect or Malfunction is 
corrected. 

2) Priority 2 Protocol: Within four hours, Contractor assigns a product 
technical specialist(s) to diagnose the Error, Defect or Malfunction and to commence correction 
of the Error, Defect or Malfunction; to immediately provide a Workaround; to provide escalation 
procedures as reasonably determined by Contractor's staff; and to exercise all commercially 
reasonable efforts to include a Fix or Patch for the Error, Defect or Malfunction in the next 
Software maintenance release. 

3) Priority 3 Protocol: Contractor may include a Fix or Patch in the next 
Software major release. 

10. Hotline Support. Contractor shall provide remote access hotline support to City to help 
City answer routine questions with respect to the use of the Software. Contractor also shall 
provide remote access hotline support to City to initiate resolution of Priority 1 and Priority 2 
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Errors, Defects and Malfunctions. Hotline support shall be made available by phone between the 
hours of 8 a.m. and 6 p.m. Pacific time Monday through Friday, except legal holidays. Hotline 
support shall be available by electronic bulletin board, electronic mail or other service 24-hours a 
day, seven-days a week. Responses to questions posted by electronic means will be made within 
the time frame established under Priority Protocols for an Error, Defect or Malfunction in a 
Software Product. 

11. City Responsibilities Related to Support. City shall use reasonable efforts to make 
available to Contractor reasonable access to the equipment on which City experienced the Error, 
Defect or Malfunction, the Software Product and all relevant documentation and records. City 
shall also provide reasonable assistance to Contractor, including sample output and diagnostic 
information, in order to assist Contractor in providing Support Services. City shall be 
responsible for the interface between the Software and other software products installed on City 
equipment. Unless otherwise agreed in writing between City and Contractor, City is responsible 
for installing, managing and operating any Software delivered under this Maintenance 
Agreement. 

12. Payment Does Not Imply Acceptance of Work. The granting of any payment by City, 
or the receipt thereof by Contractor, shall in no way lessen the liability of the Contractor to 
replace unsatisfactory work, equipment, or materials although the unsatisfactory character of 
such work, equipment or materials may not have been apparent or detected at the time such 
payment was made. Materials, equipment, components, or workmanship that did not conform to 
the requirements of this Maintenance Agreement may be rejected by City and in such case must 
be replaced by Contractor without delay. 

13. Qualified Personnel. Work under this Maintenance Agreement shall be performed only 
be competent personnel under the supervision of and in the employment of Contractor. 
Contractor will comply with City's reasonable requests regarding assignment of personnel, but 
all personnel, including those assigned at City's request, must be supervised by Contractor. 
Contractor shall assign adequate personnel resources to provide the level of service within the 
response times specified in this Maintenance Agreement. 

14. Responsibility for Equipment. City shall not be responsible for any damage to persons 
or property as a result of the use, misuse or failure of any equipment used by Contractor, or by 
any of its employees, even though such equipment be furnished, rented or loaned to Contractor 
by City. 

15. Independent Contractor; Payment of Taxes and Other Expenses 

a. Independent Contractor. Contractor or any agent or employee of Contractor 
shall be deemed at all times to be an independent contractor and is wholly responsible for the 
manner in which it performs the services and work requested by City under this Maintenance 
Agreement. Contractor or any agent or employee of Contractor shall not have employee status 
with City, nor be entitled to participate in any plans, arrangements, or distributions by City 
pertaining to or in connection with any retirement, health or other benefits that City may offer its 
employees. Contractor or any agent or employee of Contractor is liable for the acts and 
omissions of itself, its employees and its agents. Contractor shall be responsible for all 
obligations and payments, whether imposed by federal, state or local law, including, but not 
limited to, FICA, income tax withholdings, unemployment compensation, insurance, and other 
similar responsibilities related to Contractor's performing services and work, or any agent or 
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employee of Contractor providing same. Nothing in this Maintenance Agreement shall be 
construed as creating an employment or agency relationship between City and Contractor or any 
agent or employee of Contractor. Any terms in this Maintenance Agreement referring to 
direction from City shall be construed as providing for direction as to policy and the result of 
Contractor's work only, and not as to the means by which such a result is obtained. City does 
not retain the right to control the means or the method by which Contractor performs work under 
this Maintenance Agreement. 

b. Payment of Taxes and Other Expenses. Should City, in its discretion, or a 
relevant taxing authority such as the Internal Revenue Service or the State Employment 
Development Division, or both, determine that Contractor is an employee for purposes of 
collection of any employment taxes, the amounts payable under this Maintenance Agreement 
shall be reduced by amounts equal to both the employee and employer portions of the tax due 
(and offsetting any credits for amounts already paid by Contractor which can be applied against 
this liability). City shall then forward those amounts to the relevant taxing authority. Should a 
relevant taxing authority determine a liability for past services performed by Contractor for City, 
upon notification of such fact by City, Contractor shall promptly remit such amount due or 
arrange with City to have the amount due withheld from future payments to Contractor under 
this Maintenance Agreement (again, offsetting any amounts already paid by Contractor which 
can be applied as a credit against such liability). A determination of employment status pursuant 
to the preceding two paragraphs shall be solely for the purposes of the particular tax in question, 
and for all other purposes of this Maintenance Agreement, Contractor shall not be considered an 
employee of City. Notwithstanding the foregoing, should any court, arbitrator, or administrative 
authority determine that Contractor is an employee for any other purpose, then Contractor agrees 
to a reduction in City's financial liability so that City's total expenses under this Maintenance 
Agreement are not greater than they would have been had the court, arbitrator, or administrative 
authority determined that Contractor was not an employee. 

16. Insurance 

a. Without in any way limiting Contractor's liability pursuant to the 
"Indemnification" section of this Agreement, Contractor must maintain in force, during the full 
term of the Agreement, insurance in the following amounts and coverages: 

1) Workers' Compensation, in statutory amounts, with Employers' Liability 
Limits not less than $1,000,000 each accident, injury, or illness; and 

2) Commercial General Liability Insurance with limits not less than 
$1,000,000 each occurrence Combined Single Limit for Bodily Injury and Property Damage, 
including Contractual Liability, Personal Injury, Products and Completed Operations; and 

3) Commercial Automobile Liability Insurance with limits not less than 
$1,000,000 each occurrence Combined Single Limit for Bodily Injury and Property Damage, 
including Owned, Non-Owned and Hired auto coverage, as applicable. 

b. Commercial General Liability and Commercial Automobile Liability Insurance 
policies must be endorsed to provide: 

1) Name as Additional Insured the City and County of San Francisco, its 
Officers, Agents, and Employees. 
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2) That such policies are primary insurance to any other insurance available 
to the Additional Insureds, with respect to any claims arising out of this Agreement, and that 
insurance applies separately to each insured against whom claim is made or suit is brought. 

C. Regarding Workers' Compensation, Contractor hereby agrees to waive 
subrogation which any insurer of Contractor may acquire from Contractor by virtue of the 
payment of any loss. Contractor agrees to obtain any endorsement that may be necessary to 
effect this waiver of subrogation. The Workers' Compensation policy shall be endorsed with a 
waiver of subrogation in favor of the City for all work performed by the Contractor, its 
employees, agents and subcontractors. 

d. All policies shall provide ten days' advance written notice to the City of reduction 
or nonrenewal of coverages or cancellation of coverages for any reason. Notices shall be sent to 
the City address in the "Notices to the Parties" section. 

e. Should any of the required insurance be provided under a claims-made form, 
Contractor shall maintain such coverage continuously throughout the term of this Agreement 
and, without lapse, for a period of three years beyond the expiration of this Agreement, to the 
effect that, should occurrences during the contract term give rise to claims made after expiration 
of the Agreement, such claims shall be covered by such claims-made policies. 

f. Should any of the required insurance be provided under a form of coverage that 
includes a general annual aggregate limit or provides that claims investigation or legal defense 
costs be included in such general annual aggregate limit, such general annual aggregate limit 
shall be double the occurrence or claims limits specified above. 

g. Should any required insurance lapse during the term of this Agreement, requests 
for payments originating after such lapse shall not be processed until the City receives 
satisfactory evidence of reinstated coverage as required by this Agreement, effective as of the 
lapse date. If insurance is not reinstated, the City may, at its sole option, terminate this 
Agreement effective on the date of such lapse of insurance. 

h. Before commencing any operations under this Agreement, Contractor shall 
furnish to City certificates of insurance and additional insured policy endorsements with insurers 
with ratings comparable to A-, VIII or higher, that are authorized to do business in the State of 
California, and that are satisfactory to City, in form evidencing all coverages set forth above. 
Failure to maintain insurance shall constitute a material breach of this Agreement. 

i. Approval of the insurance by City shall not relieve or decrease the liability of 
Contractor hereunder. 

(Reserved) 

17. Indemnification. Contractor shall indemnify and save harmless City and its officers, 
agents and employees from, and, if requested, shall defend them against any and all loss, cost, 
damage, injury, liability, and claims thereof for injury to or death of a person, including 
employees of Contractor or loss of or damage to property, arising from Contractor's negligent 
performance of this Maintenance Agreement, including, but not limited to, Contractor's use of 
facilities or equipment provided by City or others, regardless of the negligence of, and regardless 
of whether liability without fault is imposed or sought to be imposed on City, except to the extent 
that such indemnity is void or otherwise unenforceable under applicable law in effect on or 
validly retroactive to the date of this Maintenance Agreement and except where such loss, 
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damage, injury, liability or claim is the result of the negligence or willful misconduct of City 
and is not contributed to by any act of, or by any omission to perform some duty imposed by law 
or agreement on Contractor, its sublicensors or either's agent or employee. The foregoing 
indemnity shall include, without limitation, reasonable fees of attorneys, consultants and experts 
and related costs and City's costs of investigating any claims against the City. In addition to 
Contractor's obligation to indemnify City, Contractor specifically acknowledges and agrees that 
it has an immediate and independent obligation to defend City from any claim which actually or 
potentially falls within this indemnification provision, even if the allegations are or may be 
groundless, false or fraudulent, which obligation arises at the time such claim is tendered to 
Contractor by City and continues at all times thereafter. Contractor shall indemnify and hold 
City harmless from all loss and liability, including attorney's fees, court costs and all other 
litigation expenses for any infringement of the patent rights, copyright, trade secret or any other 
proprietary right or trademark and all other intellectual property claims of any person or persons 
in consequence of the use by City, or any of its officers or agents, of articles or services to be 
supplied in the performance of this Maintenance Agreement. 

18. Liability of City. CITY'S PAYMENT OBLIGATIONS UNDER THIS 
MAINTENANCE AGREEMENT SHALL BE LIMITED TO THE PAYMENT OBLIGATION 
PROVIDED FOR IN SECTION 4 OF THIS MAINTENANCE AGREEMENT. 
NOTWITHSTANDING ANY OTHER PROVISION OF THIS MAINTENANCE 
AGREEMENT, IN NO EVENT SHALL CITY BE LIABLE, REGARDLESS OF WHETHER 
ANY CLAIM IS BASED ON CONTRACT OR TORT, FOR ANY SPECIAL, 
CONSEQUENTIAL, INDIRECT OR INCIDENTAL DAMAGES, INCLUDING, BUT NOT 
LIMITED TO, LOST PROFITS, ARISING OUT OF OR IN CONNECTION WITH THIS 
MAINTENANCE AGREEMENT OR THE SERVICES PERFORMED IN CONNECTION 
WITH THIS MAINTENANCE AGREEMENT. 

19. Default. Failure or refusal of Contractor to perform or do any act herein required shall 
constitute a default. In the event of any default, in addition to any other remedy available to the 
City, this Maintenance Agreement may be terminated by the City upon ten days' written notice. 
Such termination does not waive any other legal remedies available to the City. 

20. Support Service Term and Termination for Convenience 

a. Commencement. Support Services for the Software begin on the Effective Date 
for the Software. 

b. Termination for Cause. In the event Contractor fails to perform any of its 
obligations under this Maintenance Agreement, this Maintenance Agreement may be terminated 
and all of Contractor's rights hereunder ended. Termination will be effective after ten days 
written notice to Contractor. In the event of such termination, Contractor will be paid for those 
services performed under this Maintenance Agreement to the satisfaction of the City, up to the 
date of termination. However, City may offset from any such amounts due Contractor any costs 
City has or will incur due to Contractor's non-performance. Any such offset by City will not 
constitute waiver of any other remedies City may have against Contractor for financial injury or 
otherwise. 

C. Termination for Convenience. City shall have the option, in its sole discretion, 
to terminate this Maintenance Agreement, at any time during the term thereof, for City's 
convenience and without cause by giving Contractor thirty days written notice of such 
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termination. In the event of such termination, Contractor will be paid for those services 
performed, pursuant to this Maintenance Agreement, to the satisfaction of the City up to the date 
of termination. In no event will City be liable for costs incurred by Contractor after receipt of 
notice of termination. Such non-recoverable costs include, but are not limited to, anticipated 
profits on this Maintenance Agreement, post-termination employee salaries, post-termination 
administrative expenses, or any other cost which is not authorized or reasonable under this 
section. 

21. Rights and Duties Upon Termination or Expiration. This Section and the following 
Sections of the Maintenance Agreement shall survive termination or expiration of this 
Maintenance Agreement: 

7. Submitting False Claims; Monetary 25. Audit and Inspection of Records. 
Penalties 

8. Taxes. 26.  Subcontracting. 
12. Payment Does Not Imply Acceptance of 27.  Assignment. 

Work. 
14. Responsibility for Equipment. 34. Provisions Controlling. 
15. Independent Contractor; Payment of 35. Entire Agreement; Modifications 

Taxes and Other Expenses 
16. Insurance 37. Non-Waiver of Rights. 
17. Indemnification. 38. Governing Law. 

41. Protection of Private Information. 

Subject to the immediately preceding sentence, upon termination of this Maintenance Agreement 
prior to expiration of the term specified in Section 3, this Maintenance Agreement shall 
terminate and be of no further force or effect. Contractor shall transfer title to City, and deliver 
in the manner, at the times, and to the extent, if any, directed by City, any work in progress, 
completed work, supplies, equipment, and other materials produced as a part of, or acquired in 
connection with the performance of this Maintenance Agreement, and any completed or partially 
completed work which, if the Maintenance Agreement had been completed, would have been 
required to be furnished to the City. This subsection shall survive termination of this 
Maintenance Agreement. 

22. Conflict of Interest. Through its execution of this Maintenance Agreement, Contractor 
acknowledges that it is familiar with the provision of Section 15.103 of the City's Charter, 
Article III, Chapter 2 of the City's Campaign and Governmental Conduct Code, and Section 
87100 et seq. and Section 1090 et seq. of the Government Code of the State of California, and 
certifies that it does not know of any facts which constitutes a violation of said provisions and 
agrees that it will immediately notify the City if it becomes aware of any such fact during the 
term of this Maintenance Agreement. 

23. Proprietary or Confidential Information of City. Contractor understands and agrees 
that, in the performance of the work or services under this Maintenance Agreement or in 
contemplation thereof, Contractor may have access to private or confidential information which 
may be owned or controlled by City and that such information may contain proprietary or 
confidential details, the disclosure of which to third parties may be damaging to City. Contractor 
agrees that all information disclosed by City to Contractor shall be held in confidence and used 
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only in performance of this Maintenance Agreement. Contractor shall exercise the same 
standard of care to protect such information as a reasonably prudent software developer would 
use to protect its own proprietary data. 

24. Notices to Parties. Unless otherwise indicated elsewhere in this Maintenance 
Agreement, all written communications sent by the parties may be by U.S. mail or e-mail, and 
shall be addressed as follows: 

To City: Bob Moser 
Deputy Chief 
San Francisco Police Department 
1245-3' Street, 6th  Floor 
San Francisco, CA 94158 
Bob.Moser@sfgov.org  

To Contractor: Sonya Strickler 
SHOTSPOTTER, Inc. 
7979 Gateway Blvd, Suite 210 
Newark, CA 94560 
accounting@shotspotter.com  

Either party may change the address to which notice is to be sent by giving written notice thereof 
to the other party. If e-mail notification is used, the sender must specify a Receipt notice. Any 
notice of default must be sent by registered mail. 

25. Audit and Inspection of Records. Contractor agrees to maintain and make available to 
the City, during regular business hours, accurate books and accounting records relating to its 
work under this Maintenance Agreement. Contractor will permit City to audit, examine and 
make excerpts and transcripts from such books and records, and to make audits of all invoices, 
materials, payrolls, records or personnel and other data related to all other matters covered by 
this Maintenance Agreement, whether funded in whole or in part under this Maintenance 
Agreement. Contractor shall maintain such data and records in an accessible location and 
condition for a period of not less than five years after final payment under this Maintenance 
Agreement or until after final audit has been resolved, whichever is later. The State of California 
or any federal agency having an interest in the subject of this Maintenance Agreement shall have 
the same rights conferred upon City by this Section. 

26. Subcontracting. Contractor is prohibited from subcontracting this Maintenance 
Agreement or any part of it unless such subcontracting is first approved by City in writing. 
Neither party shall, on the basis of this Maintenance Agreement, contract on behalf of or in the 
name of the other party. An agreement made in violation of this provision shall confer no rights 
on any party and shall be null and void. 

27. Assignment. The services to be performed by Contractor are personal in character and 
neither this Maintenance Agreement nor any duties or obligations hereunder may be assigned or 
delegated by the Contractor unless first approved by City by written instrument executed and 
approved in the same manner as this Maintenance Agreement. 

28. Limitations on Contributions. Through execution of this Agreement, Contractor 
acknowledges that it is familiar with section 1.126 of the City's Campaign and Governmental 
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Conduct Code, which prohibits any person who contracts with the City for the rendition of 
personal services, for the furnishing of any material, supplies or equipment, for the sale or lease 
of any land or building, or for a grant, loan or loan guarantee, from making any campaign 
contribution to (1) an individual holding a City elective office if the contract must be approved 
by the individual, a board on which that individual serves, or the board of a state agency on 
which an appointee of that individual serves, (2) a candidate for the office held by such 
individual, or (3) a committee controlled by such individual, at any time from the 
commencement of negotiations for the contract until the later of either the termination of 
negotiations for such contract or six months after the date the contract is approved. Contractor 
acknowledges that the foregoing restriction applies only if the contract or a combination or series 
of contracts approved by the same individual or board in a fiscal year have a total anticipated or 
actual value of $50,000 or more. Contractor further acknowledges that the prohibition on 
contributions applies to each prospective party to the contract; each member of Contractor's 
board of directors; Contractor's chairperson, chief executive officer, chief financial officer and 
chief operating officer; any person with an ownership interest of more than 20 percent in 
Contractor; any subcontractor listed in the bid or contract; and any committee that is sponsored 
or controlled by Contractor. Additionally, Contractor acknowledges that Contractor must inform 
each of the persons described in the preceding sentence of the prohibitions contained in Section 
1.126. . Contractor further agrees to provide to City the names of each person, entity or 
committee described above. 

29. Drug-Free Workplace. Contractor acknowledges that pursuant to the Federal Drug Free 
Workplace Act of 1989, the unlawful manufacture, distribution, dispensation, possession, or use 
of a controlled substance is prohibited on City premises. Contractor agrees that any violation of 
this prohibition by the Contractor, its employees; agents or assigns shall be deemed a material 
breach of contract. 

30. Compliance with Americans with Disabilities Act. Contractor acknowledges that, 
pursuant to the Americans with Disabilities Act (ADA), programs, services and other activities 
provided by a public entity to the public, whether directly or through a contractor, must be 
accessible to the disabled public. Contractor shall provide the services specified in this 
Maintenance Agreement in a manner that complies with the ADA and any and all other 
applicable federal, state and local disability rights legislation. Contractor agrees not to 
discriminate against disabled persons in the provision of services, benefits or activities provided 
under this Maintenance Agreement and further agrees that any violation of this prohibition on the 
part of Contractor, its employees, agents or assigns will constitute a material breach of this 
Maintenance Agreement. 

31. Sunshine Ordinance. In accordance with Section 67.24(e) of the San Francisco 
Administrative Code, contracts, Contractors' bids, responses to RFPs and all other records of 
communications between City and persons or firms seeking contracts shall be open to inspection 
immediately after a contract has been awarded. Nothing in this provision requires the disclosure 
of a private person's or organization's net worth or other proprietary financial data submitted for 
qualification for a contract or other benefit until and unless that person or organization is 
awarded the contract or benefit. Information provided which is covered by this paragraph will be 
made available to the public upon request. 

32. Prohibition on Political Activity with City Funds. In accordance with San Francisco 
Administrative Code Chapter 12.G, Contractor may not participate in, support, or attempt to 
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influence any political campaign for a candidate or for a ballot measure (collectively, "Political 
Activity") in the performance of the services provided under this Maintenance Agreement. 
Contractor agrees to comply with San Francisco Administrative Code Chapter 12.G and any 
implementing rules and regulations promulgated by the City's Controller. The terms and 
provisions of Chapter 12.G are incorporated herein by this reference. In the event Contractor 
violates the provisions of this section, the City may, in addition to any other rights or remedies 
available hereunder, (i) terminate this Maintenance Agreement, and (ii) prohibit Contractor from 
bidding on or receiving any new City contract for a period of two years. The Controller will not 
consider Contractor's use of profit as a violation of this section. 

33. Compliance with Laws. Contractor shall keep itself fully informed of the City's Charter, 
codes, ordinances and regulation of the City and of all state, and federal laws in any manner 
affecting the performance of this Maintenance Agreement, and must at all times comply with 
such local codes, ordinances, and regulations and all applicable laws as they may be amended 
from time to time. 

34. Provisions Controlling. Contractor agrees that in the event of conflicting language 
between this "Software Maintenance Attachment" and Contractor's printed form, the provisions 
of this "Software Maintenance Attachment" shall take precedence. 

35. Entire Agreement; Modifications. The Maintenance Agreement, together with the 
Appendices and/or Exhibits hereto, constitutes the entire Maintenance Agreement between the 
parties and this Maintenance Agreement may not be modified, nor may any of its terms be 
waived, except by written instrument executed and approved in the same manner as this 
Maintenance Attachment. All agreements between the parties are included herein and no 
promises or statements have been made by either party unless endorsed hereon in writing. No 
change or waiver of any provisions hereof shall be valid unless made in writing with the consent 
of both parties and executed in the same manner as this Maintenance Agreement. Should the 
application of any provision of this Maintenance Agreement to any particular facts or 
circumstances be found by a court of competent jurisdiction to be invalid or unenforceable, then 
(a) the validity of other provisions of this Maintenance Agreement shall not be affected or 
impaired thereby, and (b) such provision shall be enforced to the maximum extent possible so as 
to effect the intent of the parties and shall be reformed without further action by the parties to the 
extent necessary to make such provision valid and enforceable. Subject to the specific 
provisions of this Maintenance Agreement, this Maintenance Agreement shall be binding upon 
and inure to the benefit of the parties and their respective successors and assigns. 

36. Force Majeure. Contractor shall not be liable for failure to maintain Software when 
such failures are due to causes beyond its reasonable control, such as acts of God, acts of civil or 
military authority, fires, strikes, floods, epidemics, quarantine, war, riot, delays in transportation, 
care shortages, and inability due to causes beyond its reasonable control to obtain necessary 
labor, materials or manufacturing facilities, and in such event Contractor shall perform as soon as 
such cause is removed. 

37. Non-Waiver of Rights. The waiver by either party of any breach by either party of any 
term, covenant or conditions hereof shall not operate as a waiver of any subsequent breach of the 
same or any other term, covenant or condition hereof. 

38. Governing Law. This formation, interpretation and performance of this 
Maintenance Agreement shall be governed by the laws of the State of California. Venue for all 
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litigation relative to the formation, interpretation and performance of this Maintenance 
Agreement shall be in San Francisco. 

39. Construction. All section headings contained herein are for convenience and reference 
only and are not intended to define or limit the scope of any provision of this Maintenance 
Agreement. 

40. Administrative Remedy for Agreement Interpretation. Should any question arise as 
to the meaning and intent of this Maintenance Agreement, the question shall, prior to any other 
action or resort to any other legal remedy, be referred to Purchasing who shall decide the true 
meaning and intent of this Maintenance Agreement. 

41. Protection of Private Information. Contractor has read and agrees to the terms set forth 
in San Francisco Administrative Code Sections 12M.2, "Nondisclosure ofPrivate Information," 
and 12M.3, "Enforcement" of Administrative Code Chapter 12M, "Protection of Private 
Information," which are incorporated herein as if fully set forth. Contractor agrees that any 
failure of Contractor to comply with the requirements of Section 12M.2 of this Chapter shall be a 
material breach of the Contract. In such an event, in addition to any other remedies available to 
it under equity or law, the City may terminate the Contract, bring a false claim action against the 
Contractor pursuant to Chapter 6 or Chapter 21 of the Administrative Code, or debar the 
Contractor. 

42. Graffiti Removal. Reserved. 

43. Food Service Waste Reduction Requirements. Contractor agrees to comply fully with 
and be bound by all of the provisions of the Food Service Waste Reduction Ordinance, as set 
forth in San Francisco Environment Code Chapter 16, including the remedies provided, and 
implementing guidelines and rules. The provisions of Chapter 16 are incorporated herein by 
reference and made a part of this Maintenance Agreement as though fully set forth. This 
provision is a material term of this Maintenance Agreement. By entering into this Maintenance 
Agreement, Contractor agrees that if it breaches this provision, City will suffer actual damages 
that will be impractical or extremely difficult to determine; further, Contractor agrees that the 
sum of $100 liquidated damages for the first breach, $200 liquidated damages for the second 
breach in the same year, and $500 liquidated damages for subsequent breaches in the same year 
is reasonable estimate of the damage that City will incur based on the violation, established in 
light of the circumstances existing at the time this Maintenance Agreement was made. Such 
amount shall not be considered a penalty, but rather agreed monetary damages sustained by City 
because of Contractor's failure to comply with this provision. 

44. Cooperative Drafting. This Agreement has been drafted through a cooperative effort of 
both parties, and both parties have had an opportunity to have the Agreement reviewed and 
revised by legal counsel. No party shall be considered the drafter of this Agreement, and no 
presumption or rule that an ambiguity shall be construed against the party drafting the clause 
shall apply to the interpretation or enforcement of this Agreement. 
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IN WITNESS WHEREOF, the parties hereto have executed this Agreement on the day first 
mentioned above. 

CITY CONTRACTOR 

Recommended by: Shotspotter, Inc. 

wl,  I  Z;Qj~ 
William Scott 
Chief of Police 
San Francisco Police Department 

Approved as to Form: 

Dennis S. Herrera 
City Attorney 

Gustin R. Guibert 
Deputy City'Attorney 

Approved: 

14~~  41U  rq 

4( Jaci Fong ( 

Director of the Office of Contract 
Administration, and 
Purchaser 

Appendices  

By signing this Agreement, I certify that I 
comply with the requirements of the Minimum 
Compensation Ordinance, which entitle 
Covered Employees to certain minimum 
hourly wages and compensated and 
uncompensated time off. 

I have read and understood paragraph 35, the 
City's statement urging companies doing 
business in Northern Ireland to move towards 
resolving employment inequities, encouraging 
compliance with the MacBride Principles, and 
urging 
San Francisco companies to do business with 
corporations that abide by the MacBride 
Principles. 

onya Strickler 
VP Finance & Controller 

City vendor number: 76425 

A: Shotspotter Services Agreement 
B: Quotation dated March 8, 2017 
C: Map of San Francisco Shotspotter Coverage 

J 
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:.: SST. 
SST, Inc. 

7979 Gateway Blvd, Suite 210 

Newark, California 94560 

+1.888.274.6877 

infoShotSpotter.com  

wwShotSpotter.com  



X ShotSpotter Flex SERVICES AGREEMENT I 2 

SST, Inc. (also "ShotSpotter," "we," "us," or "our") 

and the end-user customer (also "Customer," "you" 

or "your") agree to the following Services and 

License Agreement and General Terms and 

Conditions (hereinafter, "Agreement"). 

The following Agreement is an essential part of the 

"Purchase Documents" (which term shall include 

this Agreement and all executed proposals and 

purchase orders, together with all attachments and 

appendices) under which you purchase 

ShotSpotter Gunshot Location services identified 

in the Purchase Documents and described herein 

("Service"). Your access, or use of any part of the 

Service (and/or signature on the purchase order 

and/or agreement) shall constitute your 

representation that you have read all the terms and 

conditions of this Agreement, and your acceptance 

of them as an integral part of the Agreement and 

your purchase or order of the Service. If you do not 

agree to be bound by these terms and conditions, 

do not access or use any part of the Service. 

In consideration of the parties' mutual under-

takings set forth in the Purchase Documents and in 

this Agreement, you and we agree as follows: 

For purposes of this Agreement, the Service shall 

consist of (I) providing access by the Customer to 

Reviewed Alerts delivered via a password-

protected internet portal ("Alert Console") and user 

interface supplied by SST (together the Alert 

Console and interface shall be called the 

"Software") (ii) providing access to historical 

Reviewed Alerts and incident information via the  

Software; and (iii) other services as specified in the 

Purchase Documents. 

Reviewed Alerts consist of data for gunfire 

incidents, detected by the ShotSpotter Gunshot 

Location System and reviewed by a SST incident 

reviewer employee (see Exhibit A). 

SST will install or convert the ShotSpotter Gunshot 

Location System in the coverage area specified in 

the Purchase Document. SST will host the Service 

and may update the functionality and Software of 

the Service from time to time in its sole discretion 

and in accordance with this Agreement. 

Except in the circumstances where a system has 

been previously purchased and is being converted, 

SST shall retain ownership of, and all rights to, all 

components of the ShotSpotter Gunshot Location 

System, including hardware components, Software 

and firmware. Under this Agreement the Customer 

is only licensing rights to access the incident 

information detected by the ShotSpotter Gunshot 

Location System. 

The following sets forth the terms and conditions of 

your non-exclusive, non-transferable and 

terminable license to use the Service and Data (as 

those terms are defined herein). 

This License creates important legal rights and 

obligations, so please read it carefully before using 

the Service. This License constitutes an offer by us 

to you. By manifesting electronically your 

assent to these terms, using the service, or by 

issuing a purchase order or signing a purchase 
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agreement, you agree to be bound by the terms 

and conditions of this license. If you do not 

agree to be bound by the terms of this License, do 

not issue or execute a Purchase Document, or use 

the Service. 

A. RIGHTS IN DATA. 

All Data created, generated, modified, compiled, 

stored, kept or displayed by SST through the 

Subscription Service in the course of providing the 

Subscription Service and related Services to 

Customer, remains the sole and exclusive property 

of SST . Subject to subparagraph (ii) below, SST 

expressly reserves the rights to copy, publish, 

display, adapt, modify, translate, perform publicly, 

make works derived from, transfer, sell, offer for 

sale, and to use any and all Data for any purpose. 

Notwithstanding the foregoing sentence and 

although SST owns the Data with respect to the 

Subscription Service, SST will provide reasonable 

notice if any Data to be released is specific forensic 

or law enforcement sensitive incident information - 

For discussion that may pertain to any active 

investigation or prosecution. At no time, either in a 

non-exclusive or exclusive data ownership, does 

SST release, sell, license, or otherwise distribute 

the gunfire alert Data to the press or media without 

the prior express consent, which shall not be 

unreasonably withheld. 

If the customer purchases the exclusivity option, 

then SST will not distribute to any third party any 

Data related to or generated by ShotSpotter 

Gunshot Location System in Customer's coverage 

area, unless in response to a valid order or  

subpoena issued by a court or other governmental 

body, or as otherwise required by law. 

SST expressly reserves the rights to copy, publish, 

display, adapt, modify, translate, perform publicly, 

make works derived from, transfer, sell, offer for 

sale, and to use any and all Data (including, without 

limitation, Reviewed Alerts) for any purpose, and to 

authorize, license, and sublicense others to do any 

or all of the same. 

B. RESTRICTIONS. 

The Software and Data are our proprietary 

products, may incorporate components supplied to 

us under license by third-party suppliers, and may 

be protected by United States patent, trade secret, 

copyright law and international treaty provisions. All 

such rights in and to Software and Data and any 

part thereof are the property of us or our suppliers. 

By virtue of this License, you acquire only the right 

to use the Software and Data in accordance with 

this Agreement, but otherwise acquire no license, 

title or ownership rights, express or implied, in or to 

the Software or Data, or any right to use or practice 

any of our patents, copyrights, trademarks, or trade 

secrets, all of which rights are reserved expressly 

by us or our suppliers. You may not make any 

copies of the written materials or documentation 

that accompanied any component of the Software, 

or use them, or any other information concerning 

the Service that we have designated as 

confidential, for any purpose other than bona fide 

use of the Service or Software for the specific 

purposes contemplated herein, nor allow anyone 

else to do so. You shall not, without our express 
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written consent, which may be withheld or 

conditioned in our sole discretion: (I) modify, adapt, 

alter, translate, copy, perform or display (publicly or 

otherwise) or create compilations, derivative, new 

or other works based, in whole or in part, on the 

Software or Data, or on the Service; (ii) merge, 

combine, integrate or bundle the Software or the 

Data, in whole or in part, with other software, 

hardware, data, devices, systems, technologies, 

products, services, functions or capabilities; (iii) 

transfer, distribute, make available the Service, 

Data, or Software to any person other than the 

specific end-user customer identified to SST in the 

Purchase Documents, sell, resell, sublicense, 

lease, rent, or loan the Service, Data, or Software, 

in whole or in part, or (iv) provide use or permit 

operation of any of the Service, Software or Data 

by any person other than the original end- user 

customer designated in the Purchase Documents, 

nor in or through any application service provider, 

service bureau, rental or time-sharing 

arrangement; (v) disassemble, decompile, or 

otherwise reverse engineer or attempt to 

reconstruct, derive, or discover, any source code, 

underlying ideas, algorithms, formulae, routines, 

file formats, data structures, programming, 

routines, interoperability interfaces, drawings, or 

plans from the Data or Software, or any data or 

information created, compiled, displayed, or 

accessible through the System, in whole or in part; 

or (vi) remove, modify or obscure any identification 

or proprietary or restrictive rights markings or 

notices from the Data, Software or any component 

thereof. 

SST and its licensors retain all ownership of all 

intellectual property rights in and to all Data, 

Software, all computer programs, related 

documentation, technology, knowhow and 

methods and processes embodied in or made 

available to you in connection with the Service, 

including, without limitation, all patent rights, 

copyrights, trade secret rights, trademarks and 

service marks. All rights not expressly granted to 

you herein are reserved by SST. You shall take all 

reasonable measures to protect SST's intellectual 

property rights in the Service and Software, 

including providing assistance and measures as 

are reasonably requested by SST from time to 

time. 

You are hereby placed on notice that alteration or 

removal of copyright management information 

(including, without limitation, licensor's name and 

other identifying information, name of the Service, 

the terms and conditions of this License, and 

identifying numbers or symbols) embodied in or 

associated with the Service is prohibited, because 

such conduct may cause others to infringe our 

rights in and to the system, Service and/or 

Software. You may also not obscure or remove any 

confidentiality, patent, trademark or copyright 

notices on any component of the Service, or any 

documentation. 

C. TERMINATION. 

You agree that your right to use the Service, 

Software and Data will terminate automatically if 

you violate any of the terms of this License, or fail 

to timely pay any sums you owe to us or resellers 
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or integrators of our Service, or fail to renew the 

Service upon expiration of the Service term. In the 

event of termination, your access to the Data and 

Software will be terminated, and SST will cease 

delivering Reviewed Alerts, and disable your 

access to the Data. Customer agrees that SST 

shall not be liable to Customer nor to any third party 

for any suspension of the Service resulting from 

Customer's nonpayment of fees as described in 

this section. 

D. MODIFICATION TO OR DISCONTINUATION 

OF THE SERVICE. 

SST reserves the right at any time and from time to 

time to modify, temporarily or permanently, the 

Service (or any part thereof). In the event that SST 

modifies the Service in a manner which removes or 

disables a feature or functionality on which 

Customer materially relies, SST, at Customer's 

request, shall use commercially reasonable efforts 

to restore such functionality to Customer. In the 

event that SST is unable to substantially restore 

such functionality, Customer shall have the right to 

terminate the Agreement and receive a pro-rata 

refund of the annual Service fees paid under the 

Agreement for use of the Service which was paid 

for by Customer but not yet furnished by SST as of 

the date of such termination. Customer 

acknowledges that SST reserves the right to 

discontinue offering the Service at the conclusion 

of Customer's then current term. Customer agrees 

that SST shall not be liable to Customer or to any 

third party for any modification of the Service as 

described in this section. 

E. OTHER RESTRICTIONS. 

You acknowledge and agree that the source code 

and internal structure of the Software, Data and 

Service, as well as documentation, operations 

manual and training material are our confidential 

property, and trade secrets, the value of which 

would be destroyed by disclosure to the public. Use 

by anyone other than you of the Service, 

documentation, and Data is prohibited, unless 

pursuant to a valid assignment under this 

Agreement. 

Provided that you comply with your obligations 

under the terms and conditions stated herein, we 

warrant that the Software (as defined herein) will 

be free of defects in workmanship which materially 

impair the functioning of the Service and Software 

in substantial conformity with the specifications 

documentation accompanying the Service.The 

Software covered under this limited exclusive 

warranty consists exclusively of ShotSpotter Alert 

Console software and user interface, installed and 

operated locally on customer's computers and 

devices supplied by SST for your use by on and in 

connection with a ShotSpotter System, subject to 

the terms and conditions of the License between 

you and us. 

A. REVIEWED ALERT SERVICE LEVELS. 

As regards to sonic event review and alert services, 

subject to the Customer's compliance with its 

obligations hereunder, and to the disclaimers and 

limitations set forth in Exhibit A, and in Sections 
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5(C), 6, 7, 13 and 15 of this Agreement, we agree 

to provide the service levels set forth in Exhibit A, 

attached hereto. 

B. SYSTEM CONFIGURATION AND SERVICE 

LEVELS. 

As regards to System configuration, subject to the 

Customer's compliance with its obligations 

hereunder, and to the disclaimers and limitations 

set forth in Exhibit B, and in Sections 5(C), 6, 7, 13 

and 15 of this Agreement, we agree to provide the 

service levels set forth in Exhibit B, attached 

hereto. 

C. OTHER WARRANTY. 

SST warrants that the Service, Data and Software 

shall be free of viruses, Trojan horses, worms, 

spyware, or other malicious code or components. 

The limited exclusive warranties expressly set 

forth in this Agreement are the only warranties 

made to you and are provided in lieu of any 

other warranties (if any) created by any 

documentation or packaging, or otherwise 

express or implied. These limited exclusive 

warranties give you specific legal rights, and 

you may also have other rights which vary by 

jurisdiction. 

During the term of the Services, SST will make 

commercially reasonable efforts to promote 

Customer's successful utilization of the Service, 

including but not limited to providing Customer with 

user guides, online help, online training  

presentation, and online training sessions (as 

available). SST will provide reasonable efforts to 

respond via email to requests for support relating 

to incident classification within 8 hours of the 

request. 

In addition, SST will use commercially-reasonable 

efforts to respond to other support requests within 

24 hours of receipt of the request during the period 

of 8am to 5 pm Monday through Friday. The e-mail 

support specialist shall be responsible for receiving 

Customer reports of missed incidents, or errors in 

the Service, and, to the extent practicable over 

email or telephone, making commercially-

reasonable efforts to assist the Customer in 

resolving the Customer's reported problems. In the 

event the problem cannot be resolved 

telephonically, then SST will use commercially-

reasonable efforts to restore functionality of the 

Service to Service specifications within 72 

business hours of receipt of the report. 

A. FORENSIC REPORTS. 

SST, at the specific request of the customer, will 

produce and provide a reasonable quantity of 

detailed incident forensic reports for any 

ShotSpotter detected incidents, including 

Reviewed Alerts, if such information is deemed by 

the customer to be valuable to the customer for 

investigation follow-up, prosecutorial require-

ments, or after action review. 

Such reports must be requested a minimum of 5 

days in advance of when needed, and all such 

requests must be in writing and addressed to the 

SST Customer Service Department. Customer 
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should expect delivery of these reports within 5 

days after receipt of the request. This benefit shall 

only be available to Customer if Customer is fully 

current with payments due under this Agreement. 

In the case that Customer is not current with their 

payments, then forensic reports shall not be 

generated nor provided to Customer until 

Customer becomes current with its payment 

obligations. 

B. EXPERT WITNESS SERVICES. 

SST offers reasonable expert witness services. 

The Customer Will be responsible for all travel and 

per diem reimbursement. At the specific request of 

the customer, SST will provide individual(s) for the 

purposes of expert witness testimony for any 

ShotSpotter detected incidents, including 

Reviewed Alerts, for which the incident information 

is deemed by the customer to be valuable to the 

customer's prosecutorial requirements. Customer 

understands that SST undertakes to provide 

individuals whose qualifications are sufficient for 

such services, but does not warrant that any 

person or his or her opinion will be accepted by 

every court. SST requires at least fourteen (14) 

days prior notice of such a requirement in writing 

from the Customer. Customer must include dates, 

times, specific locations and a point of contact for 

SST personnel. Due to the nature of legal 

proceedings, SST cannot guarantee that its 

services described in this section shall produce the 

outcome, legal or otherwise, which Customer 

desires. Payment for expert witness services 

described shall be due and payable when services  

are rendered regardless of the outcome of the 

proceedings. 

A. TERM AND COMMENCEMENT. 

The Service term shall be specified in the Purchase 

Document and will commence on the date that the 

Service is available to the Customer via the Alert 

Console. 

The Service may be renewed for successive 

periods of one year each, in accordance with the 

following procedure. Not later than thirty (30) days 

prior to the expiration of the Service term then in 

effect, Customer shall issue a purchase order and 

tender payment in full for the next annual renewal 

(unless otherwise agreed in writing by SST), and 

the term shall be renewed for another year. SST 

shall provide Customer with renewal fees, terms 

and conditions for the next successive renewal 

term upon Customer's request but no later than 90 

days from the expiration date. Customer 

acknowledges that the Service fees, terms and 

conditions and service levels hereunder are subject 

to change and that such fees, terms and 

conditions, and service levels may vary from those 

applicable to this Agreement in successive renewal 

terms. 

If Customer fails to renew in a timely manner and 

hence allows the Service term to expire then the 

Service will terminate in accordance with Section 

2. C. At its discretion, SST may remove the 

ShotSpotter Gunshot Location System and any 
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components from the coverage area at that time. If 

SST does not remove the ShotSpotter Gunshot 

Location System from the coverage area, 

Customer may reinstate the Service at a later date 

by renewing, however Customer will not have 

access to any Reviewed Alerts that they would 

have had access to during the lapsed period. 

C. COMMERCIAL CARRIER DATA SERVICES. 

The ShotSpotter Gunshot Location System may 

use wired, wireless or cellular wireless acoustic 

sensor communications which necessitates the 

existence of a real- time data communications 

channel from each sensor to the hosted servers via 

a commercial carrier. The unavailability or 

deterioration of the quality of such wired, wireless 

or wireless cellular communications may impact 

the ability of SST to provide the Service. In such 

circumstances SST will use commercially 

reasonable efforts to obtain alternate wired or 

wireless cellular communications or adjust the 

coverage area as necessary. In the event SST is 

unable to do so, SST will terminate the Service and 

refund a pro-rata portion of the annual Service fee 

to Customer. 

Subject to the terms and conditions hereof, SST 

agrees to defend and indemnify Customer 

(provided it is the actual End-user Customer of the 

Service) from and against losses, suits, damages, 

liability and expenses (including reasonable 

attorney fees) arising out of a claim asserted in a 

lawsuit or action against the end-user customer by 

a third party unrelated to the customer, in which  

such third party asserts a claim that the Service 

and/or Software, when used in accordance with 

SST's specifications and for the purposes 

intended, infringes any United States patent which 

was issued by the U.S. Patent and Trademark 

Office, or United States copyright which was 

registered by the U.S. Copyright Office, as of the 

effective date of Customer's agreement to 

purchase the ShotSpotter Flex System. 

Provided, however, that SST shall have the right 

to choose counsel to defend such suit and/or 

action, and to control the settlement (including 

determining the terms and conditions of settlement) 

and the defense thereof, and that Customer shall 

provide SST with reasonably prompt written notice 

of any such suit or action, and of any oral, written 

or other communication or other information or 

circumstances of which Customer becomes aware 

that could reasonably be expected to lead to such 

a suit or action (including any and all cease and 

desist demands or warnings, and offers or 

invitations to enter license agreements), and shall 

provide SST all reasonable assistance and 

information in connection with SST's investigation 

and defense of any claim of infringement. 

Further provided, however, that this section shall 

not apply and SST shall have no obligation to 

defend and indemnify Customer in the event the 

Customer or a reseller, integrator, service provider 

or supplier modifies, alters, substitutes, or 

supplements any of the Service, or Software, or to 

the extent that the claim of infringement arises from 

or relates to the integration, bundling, merger or 

combination of any of the same with other 
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hardware, software, systems, technologies, or 

components, functions, capabilities or applications 

not licensed by SST as part of the Service, nor shall 

it apply to the extent that the claim of infringement 

arises from or relates to meeting or conforming to 

any instruction, design, direction or specification 

furnished by the Customer, nor to the extent that 

the Service or Software are used for or in 

connection with any purpose, application or 

function other than detecting and locating gunshots 

exclusively through acoustic means. 

If, in SST's opinion, the Service, or Software may, 

or is likely to become, the subject of such a suit or 

action, does become the subject of a claim 

asserted against a customer in a lawsuit which SST 

is or may be obliged to defend under this section, 

or is determined to infringe the foregoing patents or 

copyrights of another in a final, non-appealable 

judgment subject to SST's obligations under this 

section, then SST may in full and final satisfaction 

of any and all of its obligations under this section, 

at its option: (1) procure for Customer the right to 

continue using the affected Service or Software, (2) 

modify or replace such Service or Software to 

make it or them non-infringing, or (3) refund to the 

purchaser a pro-rata portion of the annual Service 

price paid for the Service System. 

The foregoing section states the entire liability 

of SST and customer's and its suppliers' 

exclusive remedy for or relating to infringement 

or claims or allegations of infringement of any 

patent, copyright, or other intellectual property 

rights inor to the system, system components, 

and software. This section is in lieu of and  

replaces anyother expressed, implied or 

statutory warranty against infringement of any 

and all intellectual property rights. Both parties 

acknowledges that if any settlement requires 

Customer funds, the settlement will require 

approval from the San Francisco Board of 

Supervisors. 

7. LIMITED WARRANTIES EXCLUSIVE; I 

DISCLAIMERS IMPORTANT; PLEASE REJ 

CAREFULLY 

To the maximum extent permitted by applicable 

law, the limited warranties expressly set forth 

above are exclusive, and in lieu of all other 

warranties, whether written, oral, express, 

implied or statutory. There are no warranties 

that extend beyond those expressly set forth 

herein, and no prior statements, 

representations, or course of dealing by any 

SST representatives shall vary, expand or 

modify these warranties. 

To the maximum extent permitted by applicable 

law, all other representations or warranties, 

express, implied, or statutory, including 

without limitation, any warranties of non- 

infringement, quality, suitability, 

merchantability, fitness for a particular 

purpose or otherwise of any services or any 

goods provided incidental to the services 

provided under this agreement are hereby 

expressly disclaimed and superseded by the 

exclusive limited express warranty and 

disclaimers set forth herein. 
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Without limiting the generality of the foregoing 

limitations and disclaimers, while the Service is 

not designed, sold, or intended to be used to 

detect, intercept, transmit or record oral or 

other communications of any kind, SST cannot 

controlhow the Service is used, and, 
accordingly, SST does not warrant or 

represent, expressly or implicitly, that use of 

the Service will comply or conform to the 
requirements of federal, state or local 

statutes,ordinances and laws, or that use of the 

Service will not violate the privacy rights of 

third parties. You shall be solely responsible 
for using the Service in full compliance with 

applicable law and the rights of third persons. 

Further, regardless of any prior statements, 

representations, or course of dealings by any 
SST representatives, we do not warrant or 

represent, expressly or implicitly, that the 

Service or its use will: result in the prevention 
of crime or hostile enemy action, apprehension 

or conviction of any perpetrator of any crime, 

military prosecution of any enemy force, or 
detection or neutralization of any criminal, 
combatant or threat; prevent any loss, death, 

injury, or damage to property due to the 
discharge of a firearm or other weapon; in all 

cases result in a Reviewed Alert for all firearm 

discharges within the designated coverage 
area; or that the SST-supplied network will 

remain in operation at all times or under all 

conditions. 

SST expressly disclaims, and does not 

undertake or assume any duty, obligation or  

responsibility for any decisions, actions, 
reactions, responses, failure to act, or inaction, 

by Customer as a result of or in reliance on, in 

whole or in part, any Services or Reviewed 
Alerts provided by SST, or for any 
consequences or outcomes, including any 

death, injury, or loss or damage to any 
property, arising from or caused by any such 
decisions, actions, reactions, responses, 

failure to act, or inaction. It shall be the sole and 

exclusive responsibility of the Customer to 

determine appropriate decisions, actions, 

reactions or responses, including whether or 
not to dispatch emergency responder 

resources. The Customer hereby expressly 
assumes all risks and liability associated with 

any and all action, reaction, response, and 

dispatch decisions, and for all consequences 
and outcomes arising from or caused by any 

decisions made or not made by the Customer 

in reliance, in whole or in part, on any Services 
provided by SST, including any death, injury, or 

loss or damage to any property. 

Any and all warranties, express or implied, of 
fitness for high risk purposes requiring fail-safe 

performance are hereby expressly disclaimed. 

You and we each acknowledge and agree that 
the Service is not a consumer good, and is not 

intended for sale to or use by or for personal, 
family or household use. 

You acknowledge and agree that SST's duties, 

including warranty obligations, and ability to 
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perform its obligations to you shall be predicated 

and conditioned upon your timely performance of 

and compliance with your obligations hereunder, 

including, but not limited to: 

A. You agree to pay all sums due under the 

purchase agreement or order as and when they are 

due pursuant to the terms of such agreement or 

order. Actual access and use of the SST Service 

shall constitute evidence that the Service is active 

and the final payment is due. 

B. You agree to use your best efforts to timely 

perform and comply with all of your obligations 

allocated to you in the Purchase Documents and/or 

other contract documents, including, without 

limitation, provisions regarding assisting SST in 

obtaining sensor site permissions from premises 

owners or lessors, in locations reasonably 

acceptable to SST, which obligations are 

incorporated by reference and made a part hereof. 

Unless the Statement of Work or other contract 

documents signed by SST allocates such 

obligations to SST expressly, customer shall be 

responsible for securing from premises owners or 

lessors all rights necessary to enter onto their 

premises to install sensors, and to place, operate 

and maintain such sensors on such premises. 

SST's duties, including warranty obligations to you 

shall be predicated and conditionedupon your 

timely performance of and compliance with your 

obligations set forth herein, and in the Purchase 

Documents. 

C. You shall not permit any alteration, modification, 

substitution or supplementation of the SST Service  

or web portal, or the combining, connection, 

merging, bundling, or integration of the SST 

Service or web portal into or with any other system, 

equipment, hardware, software, technology, 

function or capability, without our prior written 

consent. 

D. Unless otherwise expressly agreed in advance 

in writing by SST, you shall not resell, transfer, 

distribute or allow access to the Service or web 

portal or any portion thereof, to any person other 

than the specific end-user previously identified to 

SST in the Purchase Documents, and shall not 

authorize or appoint any contractors, 

subcontractors, original equipment manufacturers, 

value added integrators, systems integrators or 

other third parties to operate, have access to, or 

sublicense the Products. 

E. Customer Must Have Internet Access. In 

order to use the Service, Customer must have or 

must obtain access to the World Wide Web to 

enable a secure https connection from the 

customers work station to SST's hosted services, 

either directly or through devices that access Web-

based content. Customer must also provide all 

equipment necessary to make such (and maintain 

such) connection. 

F. Passwords and Access. Customer may 

designate up to the number of users under 

Customer's account which corresponds to the 

access required by assigning unique passwords 

and user names. Customer will be responsible for 

the confidentiality and use of Customer's password 

and user names, and agrees that sharing 
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passwords and/or user names with unauthorized 

users is prohibited. 

G. You shall comply with all applicable laws, rules 

and regulations relating to the goods and services 

provided hereunder. 

LIMITED LICENSE. 

We or our licensors retain all ownership of all 

intellectual property rights in and to all data, 

software, computer programs, related 

documentation, technology, knowhow and 

processes embodied in or made available to you in 

connection with the Service, and Software, 

including, without limitation, all patent rights, 

copyrights, trade secret rights, trademarks and 

service marks. Your rights to install and use the 

Data and Software are limited, and shall be strictly 

in accordance with the License setforth in Section 

2 hereof. Any and all rights not granted expressly 

in such License are hereby reserved. 

You acknowledge that the ShotSpotter Flex 

System is the subject of a Commodity Jurisdiction 

determination by the United States Department of 

State, and has been determined to be a controlled 

commodity, software and/or technology subject to 

the United States Export Administration Regu-

lations of the U.S. Department of Commerce. 

Accordingly, no part of the Data, Software, 

ShotSpotter Flex System or any GLS System 

component thereof may be transferred, consigned, 

shipped, delivered, received, exported or re- 

exported, nor may any technical data directly 

relating to any of the same or the underlying 

information or technology be disclosed, 

downloaded, uploaded, transmitted, received, 

furnished, or otherwise provided, to, by or through 

any person, government, country, or to any end-

user, or for any end-uses, except in compliance 

with applicable U.S. export control laws 

administered by the U.S. Government, and any 

other applicable U.S. laws, including the sanctions 

laws administered by the U.S. Department of 

Treasury, Office of Foreign Assets Control (OFAC), 

the U.S. Anti-Boycott regulations, and any 

applicable laws of your country. In this respect, no 

resale, transfer, or re-export of any ShotSpotter 

Flex System exported to you pursuant to a license 

from the U.S. Department of Commerce may be 

resold, transferred, or reported without prior 

authorization by the U.S. Government. Customer 

agrees not to export, re-export or engage in any 

"deemed export," or to transfer or deliver, or to 

disclose or furnish, to any foreign (non- U.S.) 

government, foreign (non-U.S.) person or end-

user, or to any U.S. person or entity, any of the 

ShotSpotter Flex System, GLS System 

components, Data, Software, Services, or any 

technical data or output data or direct data product 

thereof, or any service related thereto, in violation 

of any such restrictions, laws or regulations, or 

without all necessary registrations, licenses and or 

approvals. Unless otherwise agreed and so 

specified in the Purchase Documents, you shall 

obtain and bear all expenses relating to any 

necessary determinations, registrations, licenses 

and/or exemptions with respect to its exportation, 
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re- exportation or "deemed export" of the 

ShotSpotter Flex System, Data, Software or any 

GLS System Components or Services, as well as 

with respect to the disclosure or furnishing of any 

technical data or other information and services 

relating to any of the same. 

In addition to compliance with the foregoing, and 

without limiting the generality thereof, Customer 

shall not disclose, discuss, download, ship, 

transfer, deliver, furnish, or otherwise export or re-

export any such item(s) to or through: (a) any 

person or entity on the U.S Department of 

Commerce Bureau of Industry and Security's List 

of Denied Persons or Bureau of Export 

Administration's anti-proliferation Entity List; (b) 

any person on the U.S. Department of State's List 

of Debarred Parties; (c) any person or entity on the 

U.S. Treasury Department Office of Foreign Asset 

Control's List of Specially Designated Nationals 

and Blocked Persons; or (d) any other end-user or 

for any end-use prohibited by law or regulation, as 

any and all of the same may be amended from time 

to time, or any successor thereto. 

Unless either party (the "Receiving Party") obtains 

prior written consent from the other (the "Disclosing 

Party"), the Receiving Party agrees that it will not 

reproduce, use for purposes other than those 

expressly permitted herein, disclose, sell, license, 

afford access to, distribute, or disseminate any 

information: i) obtained from the Disclosing Party in 

connection with the System purchase, installation  

or operation, and designated by it from time to time 

as confidential; ii) the documentation, use and 

operations manuals; and output data created or 

compiled by the ShotSpotter Flex System; iii) your 

use of the ShotSpotter Flex System or technology, 

your deployment methodology, results, or related 

facts; iv) the contractual terms and payment terms 

applicable to the purchase of the ShotSpotter Flex 

System or technology, except as required by local 

law (collectively, "Confidential Information") Unless 

a section of the Purchase Document(s) specifically 

identifies the identity of Customer as Confidential 

Information, the fact that Customer is a customer 

of SST shall not itself be considered Confidential 

Information, nor shall the name of any city in which 

the ShotSpotter GLS System is deployed be 

considered confidential information. Recipient's 

obligations under this section shall not apply to any 

of Discloser's Confidential Information that 

Recipient can document: (a) was in the public 

domain at or subsequent to the time such 

Confidential Information was communicated to 

Recipient by Discloser through no fault of 

Recipient; (b) was rightfully in Recipient's 

possession free of any obligation of confidence at 

or subsequent to the time such Confidential 

Information was communicated to Recipient by 

such Discloser; (c) was developed by employees 

or agents of Recipient independently of and without 

reference to any of Discloser's Confidential 

Information; or (d) was communicated by Discloser 

to an unaffiliated third party free of any obligation 

of confidence. A disclosure by Recipient of any of 

Discloser's Confidential Information (a) in response 

to a valid order by a court or other governmental 
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body; (b) as otherwise required by law; or (c) 

necessary to establish the rights of either party 

under this Agreement shall not be considered to be 

a breach of this Agreement by such Recipient; 

provided, however, such Recipient shall provide 

prompt prior written notice thereof to such 

Discloser to enable Discloser to seek a protective 

order or otherwise prevent such disclosure. 

Receiving Party shall use reasonable controls to 

protect the confidentiality of and restrict access to 

all such Confidential Information to those persons 

having a specific need to know the same for 

purposes expressly authorized herein, and render 

unreadable prior to discarding, all records 

containing our Confidential Information. In any 

event such controls shall not be less protective 

than those Receiving Party uses to secure and 

protect its own confidential, but not "Classified" or 

otherwise Government-legended, information. 

W1 I N1  

Any notice or other communication required or 

permitted to be given under this Agreement shall 

be in writing at such party's address or number or 

at such party's last known address or number. The 

party's addresses may be changed by written 

notice to the other party as provided herein. 

In no event shall SST be liable for any delay or 

default in its performance of any obligation under 

this or any other agreement caused directly or 

indirectly by an act or omission of Customer, or 

persons acting under its direction and/or control, 

fire, flood, act of God, an act or omission of civil or  

military authority of a state or nation, strike, lockout 

or other labor disputes, inability to secure, delay in 

securing, or shortage of labor, materials, supplies, 

transportation, or energy, failures, outages or 

denial of services of wireless, power, 

telecommunications, or computer networks, acts of 

terrorism, sabotage, vandalism, hacking, natural 

disaster or emergency, war, riot, embargo or civil 

disturbance, breakdown or destruction of plant or 

equipment, or arising from any cause whatsoever 

beyond SST's reasonable control. At SST's option 

and following notice to Customer, any of the 

foregoing causes shall be deemed to suspend such 

obligations of SST so long as any such cause shall 

prevent or delay performance, and SST agrees to 

make and Customer agrees to accept performance 

of such obligations whenever such cause has been 

remedied. 

Upon the occurrence of any default by or breach of 

your obligations, we may at our option, effective 

immediately, either: (i) terminate our future 

obligations under this agreement, terminate your 

License to use the Service and Software, or (ii) 

accelerate and declare immediately due and 

payable all remaining charges for the remainder of 

the agreement and proceed in any lawful manner 

to obtain satisfaction of the same. In either case, 

you shall also be responsible for paying court costs 

and reasonable attorneys' fees incurred by or on 

behalf of us, as well as applicable repossession, 

shipping, repair and refurbishing costs. 
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In no event shall either party, or any of its affiliates 

or any of its/their respective directors, officers, 

members, attorneys, employees, or agents, be 

liable to the other party under any legal or equitable 

theory or claim, for lost profits, lost revenues, lost 

business opportunities, exemplary, punitive, 

special, or consequential damages, each of which 

is hereby excluded by agreement of the parties, 

regardless of whether such damages were 

foreseeable or whether any party or any entity has 

been advised of the possibility of such damages. 

In any event, except for its IP infringement 

indemnity obligations under section 6 hereof, 

SST's cumulative liability for all losses, claims, 

suits, controversies, breaches or damages for 

any cause whatsoever (including, but not 

limited to, those arising out of or related to this 

agreement) and regardless of the form of action 

or legal theory shall not exceed two times the 

amount paid to SST under this agreement, or 

the amount of insurance maintained by SST 

available to cover the loss, whichever is 

greater. The foregoing limitations shall apply 

without regard to any failure of essential 

purpose of any remedies given herein. 

A. NO AGENCY. 

Neither SST nor any of its employees is an agent 

or representative of Customer and the Customer is 

solely responsible for obtaining any 

requiredauthorizations from any governmental  

agency, body or commission and for compliance 

therewith. 

B. COMPLIANCE WITH LAWS AND TAXES. 

You shall comply with all applicable laws, statutes 

and regulations relating to the sale, distribution, 

and use of the Service and the performance of your 

duties and obligations hereunder. All prices are 

exclusive of all tariffs, customs duties, imposts, 

national, federal, provincial, state, and local VAT, 

excise, sales, use and similar taxes. You will be 

pay and be responsible for paying any and all such 

taxes and tariffs, when applicable. 

C. EQUAL OPPORTUNITY CONTRACT 

CLAUSE. 

SST is committed to the provisions outlined in the 

Equal Opportunity Clauses of Executive Order 

11246, (41 CFR 60- 1.4), section 503 of the 

Rehabilitation Act of 1973, (41 CFR 60-741.5(a)), 

section 402 of the Vietnam Era Veterans 

Readjustment Act of 1974, (41 CFR 60-250.5(a)), 

and, the Jobs for Veterans Act of 2003, (41 CFR 

60-300.5(a)) as well as any other regulations 

pertaining to these orders. 

D. SEVERABILITY AND INTERPRETATION. 

If any provision, in whole or in part, of this 

Agreement and/or the Purchase Documents of 

which it is a part is held invalid or unenforceable for 

any reason, the invalidity shall not affect the validity 

of the remaining provisions, and there shall be 

substituted for the invalid provision a valid provision 

which most closely approximates the intent and 

economic effect of the invalid provision. No part or 
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provision shall be interpreted in favor or against 

any party because such party or its counsel drafted 

the relevant provision. No course of dealing, usage, 

custom of trade, or communication between the 

parties shall modify or alter any of the rights or 

obligations of the parties under this Agreement and 

Purchase Document(s). 

E. INTEGRATION, AMENDMENT AND WAIVER. 

This Agreement, and the Purchase Document(s) of 

which it is a part, together with any other exhibits or 

appendices thereto, constitute the entire 

understanding between SST and you. No other 

documents or representations shall be used in 

interpreting it. Any and all written or oral 

agreements heretofore existing between the 

parties are expressly cancelled and/or superseded. 

Any other document, proposal, specification, 

statement of work, marketing collateral, or 

representation which may vary, alter, amend or 

supplement these terms and conditions will not be 

binding unless agreed to in a writing signed by 

appropriate representatives of both SST and 

Customer. No modification, variance, amendment 

or waiver of any part of Agreement or Purchase 

Document(s) shall be binding upon either party, 

whether written, oral, or in any other medium, 

unless made in writing and signed by authorized 

representatives of both parties. All the parties' 

rights and duties are material and time is of the 

essence; no waiver of any rights hereunder shall 

be deemed effective unless in writing executed by 

the waiving party; no waiver of either party's breach 

of any provision of this Agreement or Purchase 

Documents shall constitute a waiver of any prior or  

subsequent breach of the same or any other 

provision, and no failure to exercise, and no delay 

in exercising, any right(s) hereunder on either 

party's part shall operate as a waiver of any such 

right; all of the parties' rights are cumulative; and, 

no single or partial exercise of any right hereunder 

shall preclude further exercise of such right or any 

other right. 

F. BENEFIT AND BURDEN; ASSIGNMENT. 

Subject to the following provisions, this Agreement 

and the Purchase Documents of which they are a 

part shall be binding upon permitted successors 

and assigns and shall inure to the benefit of the 

parties and their respective permitted successors 

and assigns only. Notwithstanding that the Service 

and Software, and its output data may be used for 

law enforcement, military, public safety, and force 

protection purposes, there are no third party 

beneficiaries intended to benefit from these 

general terms and conditions of sale, or the 

agreement or order of which they are a part. 

Customer may not assign or transfer this 

Agreement and the Purchase Documents of which 

they are a part, or any of the rights granted therein, 

in whole or in part, by operation of law or otherwise, 

without SST's express prior written consent. SST 

may not assign or transfer this Agreement and the 

Purchase Documents and/or SST's rights and 

obligations hereunder, in whole or in part, to any 

third party without obtaining Customer's consent. 

Such consent will not be unreasonably withheld. 

No assignee for the benefit of Customer's creditors, 

custodian, receiver, trustee in bankruptcy, debtor in 

possession, sheriff or any other officer of a court, 
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or other person charged with taking custody of 

Customer's assets or business, shall have any right 

to continue or to assume or to assign these without 

SST's express consent. 

G. GOVERNING LAW AND DISPUTE 

RESOLUTION. 

The validity, performance, and construction of this 

agreement shall be governed by the laws of the 

laws of the State of California, without giving effect 

to the conflict of law principles thereof. The United 

Nations Convention on Contracts for the 

International Sale of Goods is expressly disclaimed 

and shall not apply. If the parties disagree as to any 

matter arising under this Agreement or the 

relationship and dealings of the parties hereto, then 

SST and Customer shall promptly consult with one 

another and make diligent, good faith efforts to 

resolve the disagreement, by negotiation. 

SERVICES AGREEMENT 1 17 
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The ShotSpotter Flex System detects loud impulsive incidents, classifies them as gunfire, fireworks, or 

other, and sends them to the SST Incident Review Center. Within 15 seconds of receiving the incident 

audio download, SST review personnel will begin analysis of the incident, which will include observing 

sensor audio wave files and listening to sensor audio. The outcome of this review is intended to confirm or 

change the System's classification of the incident type, and, depending on the reviewer's confidence level 

that the incident is or may be gunfire, will result in an alert ("Reviewed Alert") sent to the Customer's Alert 

Console, based on the following criteria: 

Incident Type Action 

High confidence incident is gunfire Reviewed Gunfire Alert sent to Customer Alert 

Console 

Uncertain if incident is gunfire or not Reviewed Possible Gunfire Alert sent to Customer 

Alert Console 

Low confidence incident is gunfire No alert will be sent; incident available for 

customer review in the incident history available 

through the Customer Alert Console 

Reviewed Alerts are sent to the Customer Alert Console. Information in a Reviewed Alert will include the 

location of the incident, the reviewer's qualitative assessment of the confidence level that the incident is or 

may be gunfire, along with other pertinent information and data. 

Specifically, information provided in a Reviewed Alert may include any or all of the following: 

• "Dot on the map" and closest parcel address denoting the location of the incident 

• Qualitative Confidence that the incident is gunfire: High or Uncertain 

• Qualitative Severity: Single shot, multiple shots, drive by shooting, full automatic 

• Comments (if any) 

The majority of incidents will be processed within 45 seconds of the System notifying the SST Incident 

Review Center of an incident and 90% of the incidents will be processed in less than 60 seconds. In the 

unlikely event that the review center loses connection to the hosting facility or the review center is unable 
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to process the incident within approximately 60 seconds for some reason, the system will automatically 

route unreviewed incidents directly to the customer based on the systems classification of the incident. In 

the event the reviewed incident data reveals information that will aid in responder situational 

awareness, SST may (but is not obligated to) include this information as Comments in the Reviewed 

Alert. 

During major holidays such as in the case of New Years Eve, Independence Day, and Cinco de Mayo, most 

communities experience a large increase in firework activity. During these periods, usually at least 48 hours 

in advance of the holiday, during the holiday and 48 hours following the holiday, SST will put the system 

into fireworks suppression mode so that the reviewers can focus their response to incidents classified as 

gunfire. SST will inform the customer prior to the system being placed in fireworks suppression mode and 

when fireworks suppression mode is disabled. The actual timing of fireworks suppression modebeing active 

is determined by the review center based on the level of fireworks being discharged. While in fireworks 

suppression mode, fireworks incident alerts are not sent to the reviewer nor the customer alert 

console, however all firework incidents continue to be stored in the data base should any of this information 

be needed at a later time. 

The purpose of the Reviewed Alert Service is to provide incident data to the Customer, reviewed, analyzed 

and classified in the manner described above, in situations where the analyst's qualitative confidence that 

an incident is or may be gunfire meets the criteria set forth above. However, it is the sole responsibility of 

the Customer to interpret the data provided, and to determine any appropriate follow-up reaction or 

response, including whether or not to dispatch emergency responder resources based on a Reviewed Alert. 

SST does not undertake any obligation, duty or responsibility for reaction, response, or dispatch decisions, 

which are solely and exclusively the responsibility of Customer, or for the consequences or outcomes of 

any decisions made or not made by the Customer in reliance, in whole or in part, on any services provided 

by SST. 

The Incidents & Reports Portal provides the Customer with full and immediate access to all incident history 

including the same information SST uses in its internal review process. This information includes, among 

other things, the initial incident classification and any reclassifications of an incident, incident audio wave 

forms, and incident audio files. This enables the Customer to perform its own incident reviews and run 

various reports. This data access is available as long as the Customer is under active subscription. 
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SST will deploy or have deployed a ShotSpotter Flex system over the agreed upon coverage area. The 

system will be designed to detect at least 80% of the unsuppressed outdoor gunfire, with a location accuracy 

to the shooter's location within 25 meters, after sensor calibration. These performance levels are predicated 

on the deployment of sensors at all such sites, otherwise the foregoing performance levels may be 

compromised. 

The sensors send incident information to a server in a SST hosting facility via third party cellular, wireless 

or wired networks. SST is not responsible for outages on the third party networks. SST will be responsible 

for installation and maintenance of the sensors and cost of the sensor communications to the hosted 

location server. The hosted server infrastructure (exclusive of communications networks) shall be 

maintained at 99.9% application availability exclusive of scheduled maintenance that SST will make 

reasonable efforts to coordinate with the customer. 

The connection between the reviewer's console and the Customer's Alert Console is secured using a 

secure message protocol over http connection, where individual messages are encrypted using the same 

Public Key Infrastructure ('PKI") as a secure VPN connection. 

Providing local access to the internet for the Alert Console is the responsibility of the Customer, as is 

providing a work station with access to the internet. The Customer may choose to set up multiple sessions 

of Alert Consoles as a form of redundancy. 
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March 8, 2017 

Quote ID: SAN FRAN CAMS FO3O82O17 

This quotation is provided to extend the ShotSpotter Flex subscription services for the San 

Francisco Police Department. 

Subscription Service Renewal with Annual Price Increases 
The following amounts are what will be invoiced in future years for continuation of the 

subscription service. 

FY 2017 Subscription Service Renewal for phase 1: $60,475 

FY 2017 Subscription Service Renewal for phase 2: $27,810 

FY 2017 Subscription Service Renewal for phase 3: $123,600 

FY 2017 Subscription Service Renewal, Phases 1-3, due upon contract execution $211,885 

FY 2018 Subscription Service Renewal for phase 1: $62,290 

FY 2018 Subscription Service Renewal for phase 2: $28,645 

FY 2018 Subscription Service Renewal for phase 3: $127,310 

FY 2018 Subscription Service Renewal for phase 4 (for 8/11/17 to 8/31/18): $252,903 

FY 2018 Subscription Service Renewal, Phases 1-3, due by 9/1/2017 $471,148 

FY 2019 Subscription Service Renewal for phase 1: $64,160 

FY 2019 Subscription Service Renewal for phase 2: $29,500 

FY 2019 Subscription Service Renewal for phase 3: $131,130 

FY 2019 Subscription Service Renewal for phase 4: $247,200 

FY 2019 Subscription Service Renewal, Phases 1-3, due by 9/1/2018 $471,990 

FY 2020 Subscription Service Renewal for phase 1: $66,080 

FY 2020 Subscription Service Renewal for phase 2: $30,390 

FY 2020 Subscription Service Renewal for phase 3: $135,060 

FY 2020 Subscription Service Renewal for phase 4: $254,610 

FY 2020 Subscription Service Renewal, Phases 1-3, due by 9/1/2019 $486,140 

Notes: 

1. Phase 4 is covered until August 10, 2017 in its original contract and a renewal is not 

required until FY 2018. 

2. A three percent (3%) price increase is applied to each year quoted. 

ShotSpotter, Inc. dba SST, Inc. 
7979 Gateway Blvd., Suite 210 
Newark, CA 94560 
+1 510 794 3100 main 
+1 888 27468771011 free 
www.sst-inc.com  
www.shotsaotter.com  



ShotSpotter Flex Subscription Service Includes: 

• ShotsSpotter hosts, secures, monitors and maintains all infrastructure, including 

sensors, radios and base stations. 

• Qualified, reviewed and analyzed gunfire alerts verified by SST acoustic analysts. 

• Allocation of Alert Consoles, dispatcher or mobile, is configured at the discretion of 

the customer. 

• 2 years of alert/incident history (additional years at a fee). 

• Stored gunfire incidents and a complete summary report of gunfire and fireworks 

activity is available for analysis. 

High-level Summary and Basic Incident Reports 

Detailed Forensic Reports 

Comprehensive Onboarding Program tailored to customer's needs. 

• Customers are eligible for an in-person training program which include the following: 

• Best Practices 

• Recommended TIPs (Training, Tactics and Procedures) 

• End-user documentation 

• Administrator training 

• Online end-user training 

• Standard customer support includes 24/7 assistance with user account, software 

interface, tools, features, incident (re)classification and review. 

• Investigative and consultative support for gunfire incidents, forensic reports, expert 

witness services, and integration services. 

At any time during the contract period, the SFPD may conduct an analysis of the ShotSpotter 

system. If the analysis reveals that changes to the scope of this agreement are warranted, 

ShotSpotter and SFPD will work in good faith to alter the scope of the agreement and the 

related fees via a Change Order that will be mutually agreeable to both parties. 
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