
 COMMITTEE ON INFORMATION TECHNOLOGY 
Office of the City Administrator 

 

For Review: Proposed Surveillance Technology 
Exemptions 

The City and County’s Surveillance Technology Inventory currently lists 186 technologies. All 
technologies were submitted to COIT following an analysis by the City Attorney’s office using 
the definition of “surveillance technology” in the Acquisition of Surveillance Technology 
Ordinance and reviewing the 15 exemptions.  

COIT staff recommends submitting the following 24 technologies as potentially outside the 
intended scope of the Ordinance for Board of Supervisor clarification. 
 

Category Overview 
Opt-in Communication 18 
Network services 6 

 

 

Category – Opt-in Communication (18) 

Technology Dept Description Purpose 
BuildingEye CPC Web application which allows public 

to subscribe and receive notifications 
for permit related events. It stores 
some personal information such as 
name and email address.  

Web application which allows public 
to subscribe and receive notifications 
for permit related events. 

Constant Contact ART Email marketing service. Records 
names and emails of individuals who 
subscribe.  

Used for email communication such as 
agency newsletters. 

ConstantContact REG Email marketing service.  Used to send out mass email 
announcements to voters, poll 
workers, poll owners, and press 
release subscribers. 

Cooler Email REG Email marketing service.  Used to send out mass email 
announcements to voters, poll 
workers, poll owners, and press 
release subscribers. 



Emma DT Emma is an online, mass marketing 
email platform that DT uses to send 
email communications about planned 
maintenance, service upgrades, and 
other news and operations items.  

DT uses the platform to email both DT 
staff and wider groups of CCSF 
employees. Emma is capable of 
monitoring social media for the 
appearance of emma generated 
messages, but DT does not use this 
feature. 

GovDelivery CPC Used for newsletters and public 
engagement. GovDelivery records the 
names and emails of individuals who 
subscribe to its services. 

Used for newsletters and public 
engagement. 

MailChimp AAM Marketing automation platform and 
email marketing service 

  

MailChimp ADM 
(COIT) 

Marketing automation platform and 
email marketing service 

Used for newsletters and public 
engagement. Mailchimp records the 
names and emails of individuals who 
subscribe to its services. 

Mailchimp BOS Marketing automation platform and 
an email marketing service -  

Office of the Clerk of the Board is 
phasing this out; however, individual 
district offices may still opt to use the 
third party newsletter/email marketing 
software at their own discretion and 
pay for it through their own funding. 

Mailchimp CAT Marketing automation platform and 
an email marketing service -  

Used for email communications, like 
press releases 

MailChimp CPC Used for newsletters and public 
engagement. Mailchimp records the 
names and emails of individuals who 
subscribe to its services. 

Used for newsletters and public 
engagement. 

Mailchimp FAM Mailchimp may gather personal 
information such as name, email 
address or telephone number. 
Mailchimp may also automatically 
gather information such as 
information about a user’s device such 
as IP address. Mailchimp uses cookies 
and other tracking technologies. 

Marketing automation platform and 
an email marketing service used by 
FAMSF for email communications and 
email marketing. 

Mailchimp PRT Marketing automation platform and 
email marketing service 

Used for newsletters and public 
engagement. Mailchimp records the 
names and emails of individuals who 
subscribe to its services 



Salesforce FAM CRM (Customer relationship 
management). Membership data. 
Household information is collected 
including name, address, email and 
phone. This is used to send 
membership information to new and 
renewing members.   
 

 

Survey Gizmo AAM An enterprise-level data collection 
platform that collects feedback 
through surveys and gives surveyers 
fast and accurate reporting 

Used by AAM education dept for 
museum exit surveys 

Survey Monkey AAM An online survey software that helps 
organizations or individual users 
create and run professional online 
surveys. 

Used by AAM to send questionnaires 
to teachers related to school programs 

Survey Monkey FIR An online survey software that helps 
organizations or individual users 
create and run professional online 
surveys. 

Software used to screen potential 
candidates for new academies 

Website 
subscribers 

CON  Tracking of website subscribers.   

 

Category – Network services (6) 

Technology Dept Description Purpose 
Media Access 
Control (MAC) 
Address  

AIR The media access control address 
(MAC address) of a device is a unique 
identifier assigned to a network 
interface controller. It is used as a 
network address for most network 
technologies, including Ethernet, Wi-
Fi, and Bluetooth. Airport operates an 
extensive Wi-Fi network throughout 
the Airport’s facilities.  

Airport collects unique mobile phone 
MAC address information for the 
purpose of estimating passenger 
journey times between fixed points 
in the terminal facilities and counting 
passengers in specific parts of the 
facility. May share data with 
authorized third parties. 

Meraki  FAM Cloud-controlled WiFi, routing, and 
security 

Meraki is used for endpoint 
management and to provide wireless 
Internet access. Device names and 
location show up in the software 
console. The information is not 
stored.  



Meraki WiFi CPC Meraki is a hardware and software 
solution that provides wireless 
Internet access (WiFi) to department 
staff and guests. The software 
provides some personally identifiable 
information in the form of hardware 
names, location identifiers and 
websites visited. 

Provides WiFi to department staff 
and guests 

Meraki WiFi LIB Meraki is a hardware and software 
solution that provides wireless 
Internet access (WiFi) to library 
patrons. The software provides some 
personally identifiable information in 
the form of hardware names, location 
identifiers and websites visited, 
although the Library does not 
monitor or store this information. 

Provides WiFi to library patrons. 

Microsoft IIS Access 
Log 

CPC Server side logging that can be 
enabled on a URL group to record 
the following data: Client IP address, 
user name, data, time, service and 
instance, server name, server IP 
address, time taken, etc. 

Microsoft Windows Web Server's 
logging feature that provides some 
access information in the form of 
browser type, IP addresses and time 
of access. 

Network Server PRT Computer designed to process 
requests and deliver data to another 
computer over the internet or a local 
network. This one may process CCTV 
system data 

Network Server for Port CCTV 
System 

 


