COMMITTEE ON INFORMATION TECHNOLOGY

Office of the City Administrator

COIT Budget & Performance Subcommittee: Budget Hearings

April 13, 2018 Project Presentations

Previously

Approved FY2018-19 FY2019-20
Dept Project by COIT* COIT Request  COIT Request
ASR | Property Assessment & Tax System Y $12,016,142 $12,807,629
DEM | Computer Aided Dispatch Replacement $1,644,250 $1,948,000
DHR | Hiring Modernization $2,930,160 $8,416,552
REG | Open Source Voting Y $960,000 $6,789,000

Other Projects Recommended for Funding

Previously

Approved FY2018-19 FY2019-20
Dept Project by COIT* COIT Request  COIT Request
CON | Apply Oracle Images PeopleSoft HCM Y $138,242 -
CON | Employee Gateway Portal Y $21,751 -
DAT | Replacement Case Management System $291,900 $131,872
DEM | Automated Fire Dispatch Replacement $375,000 -
DEM | Operations Floor Expansion Y $356,594 -
DHR | Citywide Employee Training Pilot Y $133,000 -
GSA | City ID System Upgrade Y $26,570 -
GSA | Visitor Management System $200,000 -
POL | Crime Data Warehouse - Arrests $480,000 $240,000
SHF | Body Worn Camera Expansion $175,000 $175,000
SHF | SFSD Digital Services Project $350,000 -
TIS Privileged Access Management $150,000 -
TIS Security Incident Event Management $350,000 $350,000
TTX | Commercial Real Estate Database $100,000 -

*Previously approved projects include those funded through COIT's allocations and other General and

Non-General Fund sources.




The Committee on Information Technology (COIT)
Project Submission Summary

Project:
Department: assessor

Project Overview

start:  Fy2016-17

Project Objective:

Performance Measure:

-Recorder

Finish:

Fy2021-22

Type of Request:

Property Assessment & Tax Systems Re place ment

Replacement of legacy technolo *

To replace the aging property assessment and tax systems in the Assessor
and Treasurer & Tax Collector offices.

Successfully collect 100% of $2.7 billion in tax revenue.

SOURCES FY16-17 FY17-18 _ FY20-21 FY21-22 TOTAL
Total COIT Allocation $ 2,720,000 | $ 10,274,600 | $ 12,016,142 | $ 12,807,629 | $ 15,664,737 | $ 8,362,780 | $ 61,845,388
Work Order - TTX $ 300,000 $ 300,000
ASR Funding $ 1307553 | $ 1,432,239 $ 2739792
TTX Funding $ - |$ 3,362,366 $ 3,362,366
CON Funding $ - s 21719 $ 217,190
Total Sources|  4,327,553|  15286,395] 12,016,142 12,807,629] 15,664,737|  8,362,780| 68,465,236
Carryforward $ - |$ 1697,553]$ 16,550,131 |$ 12,425,331 | $ - 13 - 19 -
Total Sources + CF|  4,327,553| 16,983,948  28,566,273]  25232,960] 15,664,737] 8,362,780] 68,465,236
USES FY16-17 FY17-18 FY20-21 FY21-22 TOTAL
Cross Department Budget
Non-Labor $ 2,630,000 | $ $ - 19 $ $ $ 2,630,000
ASR Project Budget
Labor $ - |s  28838|$ 2207248 |8 3,031633|$ 3031633 3,031,633 $ 11,330,984
Non-Labor $ - |s  25000]$ 5426825|% 12,750,923 |'$ 4,060,390 | $ 4,837,445 $ 27,100,583
ASR Subtotal| $ - |s 53838|$ 7,634,073 |$ 15,782,556 | $ 7,002,023 | $ 7,869,078 | $ 38,431,567
TTX/CON Project Budget
Labor $ - |s 375979|$ 8358695 986404 |$ 986404 |$ 493202|$ 3,677,859
Non-Labor $ K 4000]$ 7671,000|$ 8464,000|$ 75863108 500 | $ 23,725,810
TTX Subtotal| $ - |$ 379979|$ 8506869 |5 9450404 | 8572,714|$ 493702 $ 27,403,669
Total Uses| $ 2,630,000 | § 433,817 | § 16,140,942 | § 25,232,960 | $ 15,664,737 | $ 8,362,780 | § 68,465,236




The Committee on Information Technology (COIT)
Scoring Rubric

Project: Property Assessment & Tax Systems Replacement

Department: Assessor-Recorder
Strategic Value Major IT Project and a foundation IT infrastructure for City operations. 4
(Goals, Impact) System manages data on property assessments for approximately

208,000 parcels. Current system is COBOL and a replacement is heeded
for long term support and maintenance.

Project Benefits Project is intended to help staff track assessment values easier, and 3
(Users, Measures) also make accessing information easier for the public. Will allow ASR to
more quickly respond to changes in property laws, and share data.

Financial Benefits A modern system will eliminate manual processes and improve revenue 3
(Savings, Measures)  collection. Project will now also be split between ASR and TTX/CON in

two separate systems. Will need to discuss long term support structure

and governance.

Regulatory Support for the current AS400 system is a liability, and was difficult to 4
Compliance & Risk  adjust to changing legal requirements. Improved data integrity and data
Management sharing will help auditing.

(Policy, Security)

Architecture & Project plan is still being refined through contract negotiations. RFP 3
Development Plan  |ooked at a single integrated system, but ASR and TTX/CON ended up
(Development, choosing different vendors for the components. Governance structure in
Methods, Sharing) place but continued discussion needed.

Department Project requires close coordination with the Treasurer-Tax Collector's 3
Capacity office and the Controller. Will need to hire project staff to develop and

(Planning, Staffing) maintain system.

Total: 20

One Pager See Full Project Save & Close




The Committee on Information Technology (COIT)
Project Submission Summary

Project:

Department: Emergency Management

Computer Aided Dispatch Replacement (Scoping)

Start:  Fy2018-19

Project Objective:

Performance Measure:

Finish:

FY2020-21

Type of Request:

Replacement of legacy technolo ¥

Initial planning and scoping effort needed to replace the City's Computer
Aided Dispatch (CAD) System.

See 50% reduction in the number of CAD service/trouble tickets opened
when the system is replaced.

FY2018-19 FY2019-20 FY2020-21 FY2021-22 FY2022-23
Estimated Cost $1,644,250 $1,948,000 $0 $0 $0
COIT Request $1,644,250 $1,948,000 - - --
Matching Fund $0 $0
Proposed Use FY2018-19 FY2019-20 FY2020-21 FY2021-22 FY2022-23
Number of Existing FTE:
Existing Classifications:
Number of New FTE: 5 5
New Classifications: 0933,1054
Total Salary & Fringe: $1,136,250 $1,332,000 $0 $0 $0
Software: $0 $0 $0 $0 $0
Hardware: $0 $100,000 $0 $0 $0
Professional Services: $430,000 $430,000 $0 $0 $0
Materials & Supplies: $0 $0 $0 $0 $0
Contingency/Other: $78,000 $86,000 $0 $0 $0
Project Total: $1,644,250 $1,948,000 $0 $0 $0
Total Cost (5 Years) $3,592,250 + Annual ongoing costs
L Qs el M0
COIT Allocation $0 $0 $1,644,250 $1,948,000
Major IT $0 $0 $0 $0
Other GF Sources $0 $0 $0 $0
Any Other Source (NGF) $0 $0 $0 $0

Scoring Rubric See Full Project Save & Close




The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

Computer Aided Dispatch Replacement (Scoping)
Emergency Management

Alignment with Mayoral priority to be a safe community as CAD is a
critical infrastructure to handle 911 emergencies.

This project may be a Major IT project when funding is secured due to
size and scope.

Tool captures critical data used by DEM, POL, and FIR in responding to
emergencies. Benefits residents and visitors of San Francisco that
interact with and are dependent on 911. Current system has an
increasing number of support issues. Replacement system should
reduce number of service tickets issued.

No match from department. Potential cost savings proposal by using
iPads instead of MDT's in some vehicles. May want to investigate
further when time comes to decide on future solution.

Required system. Working understanding of how to classify and protect
"sensitive" data.

Still in early stage so the department has not yet consulted DT.
Customization will be needed to meet business requirements.

Will require coordination between multiple departments (POL, FIR,
SHF).

DEM has lessons learned from Radio Replacement Project, but lacks the
internal staff to support the CAD project. Currently using the initial
project plan from the emergency radio project to guide CAD. DEM
advises department liaisons also not sufficient for this project and FTE
needed, even during scoping.

Total:

One Pager See Full Project Save & Close
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The Committee on Information Technology (COIT)
Project Submission Summary

Project:

Hiring Modernization Project

Department: Human Resources

Start:  Fy2017-18
Project Objective:

Performance Measure:

Finish:

FY2022-23

Type of Request:

Replacement of legacy technolo ¥

The existing JobAps contract expires November 2018. Project aims to
modernize hiring practices by acquiring a new applicant tracking system.

Reduce time-to-hire for classification series with over 20 permanent civil
service hires by 30% by July 2023.

FY2018-19 FY2019-20 FY2020-21 FY2021-22 FY2022-23
Estimated Cost $2,930,160 $8,416,552 $7,416,552  $4,599,070  $6,286,552
COIT Request $2,930,160 $8,416,552 -- -- --
Matching Fund $0 $0
Proposed Use FY2018-19 FY2019-20 FY2020-21 FY2021-22 FY2022-23
Number of Existing FTE:
Existing Classifications:
Number of New FTE: 8 8 8 8 8
New Classifications: Multiple
Total Salary & Fringe: $1,170,160 $1,606,552 $1,606,552  $1,189,070  $1,606,552
Software: $500,000 $4,000,000 $3,000,000 $1,000,000 $1,870,000
Hardware: $150,000 $450,000 $450,000 $500,000 $450,000
Professional Services: $1,000,000 $2,250,000 $2,250,000 $1,800,000 $2,250,000
Materials & Supplies: $0 $0 $0 $0 $0
Contingency/Other: $110,000 $110,000 $110,000 $110,000 $110,000
Project Total: $2,930,160 $8,416,552 $7,416,552 $4,599,070 $6,286,552
Total Cost (5 Years) $29,648,886 + Annual ongoing costs $2,758,860
I Qe MRISL P00
COIT Allocation $0 $0 $2,930,160 $8,416,552
Major IT $0 $0 $0 $0
Other GF Sources $0 $0 $0 $0
Any Other Source (NGF) $0 $0 $0 $0

Scoring Rubric See Full Project Save & Close




The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

Hiring Modernization Project
Human Resources

This is DHR's highest priority project that has a citywide impact as it
relates to how the City manages job applicants. It also aligns with the
Mayoral goal of excellent city services.

Due to size and scope, this could be considered a Major IT Project.

Project will benefit candidates, HR professionals, and department hiring
managers citywide. Proposal includes building a data integration layer
between the applicant tracking system(s) and the Peoplesoft HCM
system. The development of data architecture will benefit other
departments needing to access HCM data.

This 5-year project is estimated to cost $30m. Potential option to
develop a rate model to share costs citywide.

Regulation exists (i.e., civil service exam), but satisfied by other means.
Working understanding of how to classify and protect "protected" data.

Department has consulted with DT and has done significant stakeholder
outreach. Project plan is to conduct an RFI to evaluate available

options, and then develop prototypes of specific modules to evaluate fit.

Goal is to start with "Getting the Word Out" and "Assessing Skills"
modules.

Project lacks a product owner staffed in DHR. City does not have many
of the key positions needed for this project, including data integrators.
Department issued RFI with a response deadline in May 2018. RFI
responses needed to provide more details on project plan.

Total:

One Pager See Full Project Save & Close
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The Committee on Information Technology (COIT)
Project Submission Summary

Project: Developing Open Source Voting System

Department: Elections

Start: Finish:  FY2022-23

The objective of the project is for the City to develop a voting system using
open source software.

FY2018-19
Project Objective:

Type of Request:  Enhancement of an existing sen ¥

Performance Measure:  Improve the security of voting systems.

FY2018-19 FY2019-20 FY2020-21 FY2021-22 FY2022-23
Estimated Cost $960,000 $6,789,000 $7,827,900 $8,572,690 $0
COIT Request $960,000 $6,789,000 - -- --
Matching Fund
Proposed Use FY2018-19 FY2019-20 FY2020-21 FY2021-22 FY2022-23
Number of Existing FTE:
Existing Classifications:
Number of New FTE: 4
New Classifications: Multiple
Total Salary & Fringe: $580,000 $780,000 $1,218,000 $1,301,800 $0
Software: $0 $0 $0 $0 $0
Hardware: $0 $0 $0 $0 $0
Professional Services: $360,000 $5,410,000  $5,951,000 $6,546,100 $0
Materials & Supplies: $0 $0 $0 $0 $0
Contingency/Other: $40,000 $599,000 $658,900 $724,790 $0
Project Total: $980,000 $6,789,000 $7,827,900 $8,572,690 $0
Total Cost (5 Years) $24,149,590 + Annual ongoing costs $1,000,000
U qamane Ml PN
COIT Allocation $0 $0 $960,000 $6,789,000
Major IT $0 $0 $0 $0
Other GF Sources $0 $0 $0 $0
Any Other Source (NGF) $0 $0 $0 $0

Scoring Rubric See Full Project Save & Close




The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Criteria

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

Developing Open Source Voting System
Elections

COIT Notes

Voting systems are fundamental to our democracy. The Open Source
Voting System proposes to provide a more secure and reliable system

to address a national vulnerability. However, a similar product has

never been developed before. There are significant risks that continue

to be undefined for successful completion of this project.

Main benefits discussed are security and reliability. The City & County

of San Francisco requires paper ballots, however there may be

accessibility improvements provided with a new system. LA provides an

example of a prototype of what could be created.

Project requires custom development and hiring staff that does not

exist currently within the City. Total project cost estimated to be

somewhere from $11 - $27M. However, estimates are not certain and
come with %100 variability rate. Closest example is LA county who

spent over $16M to develop a prototype since 2009.

Regulations exist but satisfied by other products. An elections expert
would need to be dedicated to this project to ensure product would be

in compliance. Voting system must also be certified by California's

Secretary of State. No open source voting system has been certified

before.

Undefined. The next phase of the project would be to create a product

roadmap. Preference is towards a modular approach, building

components separately. A critical component of this project is to rely
on the open source community to provide value. The City's ability to

develop and retrieve value from this community is unclear.

The City does not have staff to develop custom software. The Elections
Department does not have the staff or capacity to manage this project.

One Pager See Full Project Save & Close

Total:

Score

12




The Committee on Information Technology (COIT)
Scoring Rubric

Project: Apply Oracle Release Images for PeopleSoft Human Capital Management
Department: Controller
Strategic Value Project is in Year 2 of COIT funding. Support ICT Plan goal of "Support, 4
(Goals, Impact) Maintain, and Secure Critical Infrastructure." Upgrades will enhance the

City's Human Capital Management system.

Project Benefits Project benefits employees who use the HCM system. System has 2
(Users, Measures) missed several image upgrades and project will improve the user

interface and experience. Performance measure will by on user

satisfaction.
Financial Benefits  Department will provide partial funding. Strong cost estimates. 3

(Savings, Measures)

Regulatory Regulation exists, but satisfied by other means. Security practices 3
Compliance & Risk established.
Management

(Policy, Security)

Architecture & There'll be multiple rounds of testing given that our current HCM is 3
Development Plan  highly customized.
(Development,

Methods, Sharing)

Department Change management team will develop and conduct training. 3
Capacity
(Planning, Staffing)

Total: 18

One Pager See Full Project Save & Close




The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

Employee Gateway Portal Access for All Employees/Retirees
Controller

Project is in Year 2 of COIT funding. Aligns with ICT goal to Increase
Accessibility and Transparency. Project expands a core resource to all
35,000 employees citywide and 40,000 retirees. Core feature to
making a single point of entrance to access City's enterprise financial
and human capital systems.

Remaining employees will be able to use the Employee Portal. Easy to
use digital entrance to employee services.

Reduction of redundant processes and other department specific
systems. Remove paper processes for time sheets as employees will be
able to do self-entry.

Regulation exists but satisfied by other means. Availability a core
requirement of system. Controller continues to focus on resiliency and
security.

Strong engagement with departments to roll out portal in stages.

Project is staffed and in line with project plan.

Total:

One Pager See Full Project Save & Close




The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

Replacement Case Management System
District Attorney

Major priority for the District Attorney George Gascon. Looking to retire
DAMION case management to a new system that meets business
requirements. Have selected Journal Technologies product E-Prosecutor
as the replacement.

This is a mission critical system that impacts DAT clients and City
employees (primarily JUSTIS departments) that need access to their
cases.

This is @ major investment to replace its case management system that
no longer meets their business requirements. Project is entirely COIT
funded, using fund from previous recommendations. Expecting funding
from JUSTIS for ongoing support.

DAT information and systems must be CJIS compliant. Department is
aware of security issues and will ensure data protection.

Opportunity to coordinate with other JUSTIS case management
systems. Department will form sharing agreements with other agencies
that will access the information. Department has not yet consulted with
DT.

RFP is complete and DAT is coordinating with other agencies. DAT has
completed detailed Scope of Work.

Total:

One Pager See Full Project Save & Close
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The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

Automated Fire Station Dispatching
Emergency Management

Alignment with Mayoral priorities for clean, safe, and livable
communities and excellent city services. Joint submission from DEM and
FIR. This is FIR's top priority.

Improves FIR/EMT response time as well as response efficiency and
accuracy as information is exchanged between DEM and FIR. KPI will
be Mayoral mandate for 90% of dispatch interval of emergency
response to be less than 2 minutes.

Strong cost estimate as RFP is already done. FIR also contributing
$100,000. There are potential savings (not included in the budget
proposal) from DEM and FIR staff dealing with emergency calls that will
be automated. Will track dispatch interval reduction to capture savings.

San Francisco's EMSA policy goal is to Dispatch Fire and Medical Calls
within 2 minutes, measuring at the 90th percentile.

Security practices in place given the sensitive nature of the data.

Confirmed: DEM consulted with DT. This project will automate a
manual, stressful/loud, error prone process with a technology and be
built on existing CAD system. Although DEM is beginning another
project to replace CAD, the project will likely take around 5 years. Will
investigate how to continue functionality in new system.

Proposal ready and RFP completed. DEM is ready to implement and FIR
seems to agree to the proposal but the Fire Chief hasn't given final
sign-off. Will require FIR staff to go through training.

Total:

One Pager See Full Project Save & Close
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The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

DEM Operations Floor Expansion
Emergency Management

Project is in Year 2 of COIT funding. Alignment with Mayoral public
safety priority to reduce 911 call capabilities and response time. Project
will expand floor space and create new work spaces for new hires.

Workspaces are "technology enabled" for the new hires. No new
functionality, just more space.

Estimates are realistic. The estimated cost is $180k lower than the
estimate from last year, which COIT already approved for funding. No
department match.

Sufficient staffing levels needed to support 911 service levels.

Not applicable.

Department is eager to expand 8 FTEs that would require new
equipment. Unclear if this will need to be redone or becomes obsolete
once the floor expansion project moves on to Phase 2 in a few years.

Total:

One Pager See Full Project Save & Close




The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

One Pager

Citywide Online and On-demand Employee Training Pilot
Human Resources

Project is in Year 2 of COIT funding. Project is to create on-line, on-
demand targeted learning opportunities for employees. This is a core
responsibility of DHR, and will leverage the City's learning management
systems.

Provides a digital, accessible format for online trainings. Curriculum
defined by DHR priorities.

Project pays for an FTE to build content. Financial savings not an
objective.

No regulatory requirement or security considerations.

Has leveraged Oracle's Enterprise Learning Management (ELM).

Project pays for a position to build the content.

Total:

See Full Project Save & Close




The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

City ID System Upgrade
City Administrator’s Office

Project is in Year 2 of COIT funding. Replace City ID System to provide
identification cards to residents. Core services of the County Clerk and

high priority.

Replaces the legacy system that is end-of-life and very expensive to
maintain. New system will provide enhanced privacy protections in
addition to better service performance.

Goal is to reduce support and maintenance cost.

Protecting personal identifiable information is a core project goal.
System must be able to provide ID's but also protect data.

Evaluated various options before choosing solution. Project to be
completed in FY 2018-19.

Existing staff exists to support the project. Funds will be used primarily
for software/hardware and professional services.

Total:

One Pager See Full Project Save & Close




The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

Visitor Management System
City Administrator’s Office

Alignment with Mayoral vision of Excellent City Services. Key system to
the 49 S Van Ness permit center project. Will provide kiosks and
welcoming technology to residents in the system.

Project intends to improve the service experience of residents entering
49 S Van Ness. Rather than require in-person support for every
customer, the system should provide some automated support. Project
is in early design phase, need to revisit performance measure.

May help reduce staff time needed to support customers.

No regulation exists. Full extent of information collected not defined but
will need to be sure to protect personal information if transaction
services will be available through kiosks.

Very early stages. Project will be support by the Digital Services Office
and require user testing.

The Permit Center project has a lot of moving pieces, and needs
additional support. Visitor Management System a key feature but needs
clear ownership.

Total:

One Pager See Full Project Save & Close
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The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

Crime Data Warehouse - Arrests
Police

Project improves reporting and sharing of arrests data. Will improve UI,
such as drop down for arrest penal code instead of free form text.
Introduce ability to assign arrest penal code by suspect, instead of by
incident. Create new reports to count arrests.

Project primarily benefits Police and Sheriff staff to better share arrests
data. JUSTIS agencies also benefit. KPI will measure the numbers of
systems needed and eventually reduced to report arrests to the
Department of Justice.

No department match. Savings unlikely. Project relies on Oracle

contractors to do development. Not sustainable.

Security practices in place. Project is important to make sure data being
input into Crime Data Warehouse can have continued value.

Will be sharing data with Sheriff and the Court. Need to clarify
integration and project plan with JUSTIS.

Department staff at capacity. Plan is to use existing contract staff to
have staff perform work.

Total:

One Pager See Full Project Save & Close

14




The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

Body Worn Camera - Post-Pilot Expansion
Sheriff

Alignment with Mayoral vision for Clean, Safe, and Livable Communities
by providing body worn cameras to Sheriff deputies. Project will provide
cameras to remaining jails only. Potential to also provide cameras to all
deputies providing security in the field.

Benefits employees, inmates, and the public by enhancing safety and
security of deputies and increasing evidence gathering capabilities.
Potential measures include reduction in complaints, safety cell
placement and use of force.

25% department match during two years of project. Strong cost
estimates based on pilot.

Regulation exists, but satisfied by other means. Security practices
established to manage sensitive recorded data.

Project began by piloting in Jail 4 and measuring impact. Pilot has been
deemed successful and warrants expansion. Department consulted DT
and is learning from POL about best practices. Using the Evidence.com,
a SAAS product for the system and storage.

Department did a comprehensive pilot and understands requirements to
support system. Department ready to implement.

Total:

One Pager See Full Project Save & Close
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The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

SFSD Digital Services Project
Sheriff

Top priority for Sheriff Hennessey and alignment with Mayoral goals to
provide Excellent City Services via a revamped public website featuring
a inmate location system. Project will be developed with the Digital
Services Office, and part of the City's larger sf.gov redesign.

Project benefits families of inmates and persons engaged in civil
processes involving the SHF. Website will improve communication
regarding the civil process and various SHF resources.

No department match. Cost estimate is preliminary done by internal
staff. COIT funding will be used to explore a service model with the
Digital Service Office to support building department websites &
services.

Regulation exists (CJIS), but satisfied by other means. Security
practices established as Criminal Offender Record Information (CORI) is
strictly regulated. Website hosting currently done by vendor in Canada.

Connected department to Digital Services Office. Siloed solution for
department only. SHF would like to leverage existing resources.

Department has limited staffing capacity. The technical lead is also in
charge of maintaining the network. Content will be owned by the newly
hired PIO. Will need to rely entirely on Digital Services for development.

Total:

One Pager See Full Project Save & Close

15




The Committee on Information Technology (COIT)
Scoring Rubric

Project:
Department:

Strategic Value
(Goals, Impact)

Project Benefits
(Users, Measures)

Financial Benefits
(Savings, Measures)

Regulatory
Compliance & Risk
Management
(Policy, Security)

Architecture &
Development Plan
(Development,
Methods, Sharing)

Department
Capacity
(Planning, Staffing)

Privileged Access Management
Technology

Aligns with mayoral priority and ICT goal of Support, Maintain, and
Secure Critical Infrastructure. Project will help protect network security
and administrator control over critical infrastructure.

Project seeks to protect and secure the privileged access users
credentials. Will pilot with DT and then CON and DPH. Other interested
departments include AIR, DAT, DEM, DPW, and PUC.

Main financial benefit is to ensure availability of critical infrastructure,
and help prevent security breach that may be costly to the City.

Regulation exists, but satisfied by other means. This is a cybersecurity
project that the CISO will oversee.

DT will be doing multiple testing and forming sharing agreements. Need
to clarify how this correlates with previously funded projects such as
Endpoint and AIM.

Department has internal capacity to implement. Will need to work on
engaging and training other departments.

Total:

One Pager See Full Project Save & Close
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Security Incident Event Management Service
Technology

Alignment with ICT goal to Support, Maintain, and Secure Critical
Infrastructure. This is DT's highest priority cybersecurity project
request.

Project will provide advanced threat protection for the City network.
Outsourcing this service provides quicker identification of cyber threats
and feed into existing security systems.

This requires ongoing cost of $350k per year that would need to be
build into baseline. COIT to provide initial funding.

New, advanced technology to protect citywide network. Through
external partner, monitoring will be extended to 24/7. Critical tool for
security team.

DT has done research and testing via one-year DHS grant that has
expired. DT will form sharing agreements as needed. SFO also has a
managed security service, but feeds into different tool set.

DT has internal capacity to implement project, which will be handled by
existing staff and modifying current process.

Total:

One Pager See Full Project Save & Close
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Commercial Real Estate Database
Treasurer-Tax Collector

Alignment with ICT goal to improve efficiency and effectiveness in
auditing and investigating leads for business tax compliance. Project will
help create a shared database to support commercial real estate audits.

Project benefits TTX and ASR employees. Performance measure will be
to increase commercial tax revenue by $100,000 for the properties in
the commercial real estate database within six months of the database
going live in FY 2018-19.

Cost to build this system is still preliminary. Once the database goes
live, TTX expect to see an increase in tax revenue collection. Will take
approximately six months post go live for initial investment to be paid
off.

Regulation exists, but satisfied by other means. Security practices
established for collecting commercial property data.

TTX is in discussion with ASR to make a database that would be useful
to both departments.

Still in early scoping. Department has dedicated staff to work on
project.

Total:

One Pager See Full Project Save & Close
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