Committee on
Information Technology

Special Meeting
October 27, 2017

1 Dr. Carlton B. Goodlett Place, City Hall, Room 305
San Francisco, CA 94102



AGENDA

—
.

Call to Order by Chair

Roll Call

Approval of Meeting Minutes from September 21, 2017

Chair Update

ClO Update

Program Update: DataScienceSF

Policy Discussion: Data Classification Standard (Action ltem)

Program Update: City Cybersecurity Office Strategic Goals and Roadmap

Policy Discussion: Cybersecurity Training & Awareness Standard (Action ltem)
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0. Public Comment
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. Adjournment



3. Approval of Minutes

Action ltem



4. Chair Update



Committee On Information Technology
October 27, 2017

CIO Update, Linda Gerull
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Project

Status

Recruiting for City Chief Cybersecurity
Officer

3 candidates to on-site
interviews
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.

" Facilities Construction/Move Support

1500 Mission
Medical Examiner

Closing the Digital Divide

Connectivity to Public Housing
Assessment of Existing CBN

ew Communities of Interest Meeting

Technology Procurement Forum
Help Desk Forum
SalesForce Forum
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UPDATES

Project

Status

Mainframe

Moved and Upgraded

Cybersecurity Insurance

Discussion on Business Impact/Risk

Network Assessment Wave 1
Completed

v" One South Van Ness 1455 Market
(Environment)

564 6th Street (Adult Probations)
617 Mission St. (Child Support Services)

25 Van Ness (Human rights Commission)

olP Core Infrastructure
‘Deployment

High Level Design Finalized

Equipment Received Onsite

Equipment being staged in Lab

SIP Trunks order placed with AT&T 7
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Office 365 Migration Update

* The 0365 Migration Project completed in August 2016

* From 2011 to 2016, DT migrated 30,000+ accounts for the 54 departments that
joined the project

* In September 2017, DT implemented address book synchronization with the PUC,

Completed MTA, and CAT. This provides all CCSF email users a City-wide email address book
* PUC, CAT, and MTA each procured their own 0365 tenants earlier in 2017 and are in-
\ progress migrating their self-hosted email accounts to 0365
& * Once PUC, MTA, and CAT complete their migrations the 4 tenants will be able to
,, share calendar free/busy, Skype chat, and enable cross-tenant SharePoint Online
In Progress access

* DT is working towards decommissioning the remaining Notes infrastructure by Dec
2017



AWARD WINNING
ClO 100
SFO - TaxiQ

TaxiQ is the official San Francisco International Airport (SFO) short
trip app for taxi drivers operating at the airport. The previous 30-
minute policy incentivized taxi operators to speed. Since the
introduction of the TaxiQ system and the two-hour policy change,
SFO has seen a 2 percent reduction in the number of daily short
taxi trips — typically 4,000 to 6,000. The new geofence-based

policy eliminates the incentive to speed, removing a hazard to the
public.
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6. Program Update: DataScienceSF
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Applying advanced Converting new data
statistical tools to insights into (often
existing data to small) changes to
generate new insights business processes

More efficient and effective use of staff and resources




Common Project Types

Find the needle in the

® & haystack

Priortize your backlog

_m—p Flag “stuff” early

AB test something

» .
*  Optimize your resources

® e
X. .I.I

Some combination

Something else...
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DPH WIC: Help moms and babies stay in nutrition program

Service
Issue

0 Data Science

Service
Change

o Result

Since 2011, DPH has seen an increase in

mothers dropping out of their nutrition CAL|FORN|A
program. Which moms are most at risk of

dropout

Built a predictive model that identified moms

and infants who are at greatest risk for

dropping out WOMEN, INFANTS & CHILDREN

Using the high-risk client profiles to conduct
targeted interviews to identify program
barriers and make service changes .

s X

Expected: Reduce the dropout rate of moms,
infants and children, leading to healthier
outcomes

Flag “stuff” early
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Coordinator's Portal  About  Help

OPEN DATA  SHOWCASE PUBLISHING ACADEMY RESOURCES BLOG

DataScienceSF Resources

W One-pager overview of
| What is DataScienceSF? DaaScienceSF (PDF)
DataScienceSFE is a way for you to harness the power of advanced analytics and DaraScienceSF Deck (PPT), includes

applied statistics to implement a tool that helps improve your work.

What is (and 1sn't) data science
This new service from DataSF aims to help departments achieve more with their

' Detailed info on problem types
existing resources and processes. .
g P with real world examples

] ]
V I S I t Through a 4 month engagement, DataSF’s Data Science team and your department Overview of phases
n Selection criteria

will refine a problem, identify statistical methods to address it, and develop and

institute a service change tool to improve your work. Projects are chosen through a . .
g P ¥ ) g Sign up for Brown Bag Information

bi-annual selection process. The final product of DataScienceSFisn'ta

u
Session
recommendation or a report bur a service change.
n e Learn about DataScienceSF &

hear abour past projects

e Sign Up: October 17th 12-1,

Applying advanced Converting new data

statistical tools to insights into (often October 26 12-1, November 9, 12-1.
existing data to small) changes to All held in City Hall, Room 201
generate new insights business processes

Sign up for Office Hours with our Data

by Nov 22!
y [] e Discuss projects you are

considering for submission

APPLY NOW

What types of tools does DataScienceSF Other Resources:
use? MOCI's Civic Bridge

. e . - ® Civic Bridge recruits pro bone
DaraScienceSE will bring 3 key tool sets to bear on your data science questions: g P

More efficient and effective use of staff and resources

private sector talent to work

* Statistical Methods. DataScienceSF will use the right method for your alongside government employees
problem. Methods we may use include sentiment analysis, machine learning, on critical City issues.
regression, data mining, classification, clustering, impurtation, AB testing, e Probono teams can offer services
forecasting and more. in user research and desi

o Tools. We use a variety of languages, libraries, dara engineering and communications, strategic

visnalizarion tools. Tanenages include nvthon. R. Tavaserint. NodelS and SOL. nlanning. facilitation. and mare.




Blake

Harvard DataSmart Fellow
...and PowerBI Ninja

Erica

ShareSF Program Manager
...and expert truffle hunter

Janine

Open Data Services Engineer
...and budding bird watcher

Nothing is possible with out a fantastic team...©

Jason

Open Data Program Manager
...and the ¥ of DataSF

Joy
Chief Data Officer
...and recent succulent propagator

Kim
Data Scientist
...and R extraordinaire
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Data, for the love of the City

Thank you! Questions?

@datasf | datasf.org |datasf.org/blog




Data ¥®’s Policy

Data Classification Standard COIT

Joy Bonaguro
Chief Data Officer
City and County of San Francisco
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Agenda

 Why a Data Classification Standard?
— Formalizes existing practice
— Information security
— Data sharing and open data
— Best practice

 QOverview of Process
 Data Classification Standard
 Discussion and adoption



Why a Data Classification
Standard?



Formalizes existing practice: Data is already being classified during
the annual inventory into 3 categories

” -

Dataset Inventory | Datz

& (= | @ Secure | https;//datasfgov.org/City-Management-and-Ethics/Dataset-Inventory/y8fp-fbfs

Explore Browse Data Open Data Stats Developers Sign In

Data Set ‘ nve ﬂtO Fy City Management and Ethics

The dataset inventory provides a list of data maintained by depart
open data publishing or have already been published and is collect

publishing plans to track progress toward meeting plan goals for ed
Featured Content Using this Data

Dataset Inventory Explorer oa

1,652 Views

October 4, 2017

|||||II|H....,.... "

The da
maintained by departments that are candidates

aset inventory provides a list of data

for open data publishing or have already been...

About this Dataset

22D of the Administrative Code. The inventory will be used in conju r

OPEN DATA

e

SEGov

SHOWCASE PUBLISHING ACADEMY

Explore Data v Download AP

(@ Dataset Inventory | Date

%@ A4

Coo!

D& HS

ator’s Portal  About

RESOURCES BLOG

Share

Help

(+]

C | @ Secure | https://datasfgov.org/City-Management-and-Ethics/Dataset-Inventory/y8fp-fofS bt | @ f'. v
Table Preview
Invent +* i | Department or Division i | DatasetName i | Dataset Description g
311-0001 3 311 Cases by Channel These are the service requests created by 311, ... | Public
311-0002 3 311 Call Metrics by Month Monthly metrics from the 5F311 Call Center incl...  Public
3 311 Infermation Reqguest: 5F311 launched its current knowledge basein)... | Public
211-0004 3 311 Cases ***This dataset was reset and modified on 04/...  Public
311-0005 3 Centralized Commission Datab... = Centralized Commission Database, steres the k... | Public
211 HS5A 90 day emergency she Provides the seniority list for entry into HSA 90...  Sensitive
311-0007 3n Current San Francisco Advisories | As of September 10, 2017, this information isn... | Public
AAM-0001 Asian Art Museum QOnsite attendance Attendance: paid, free, visitors to café & store 0... | Sensitive
ADM-0001 GSA - City Administrator's Office  Community Challenge Grants P A listing of projects funded by the Cammunity C..  Public
ADM-0002 GSA - City Administrator's Office | EFI Printsmith Printsmith is a business management software .. | Sensitive
ADM-0003 G5A - City Administrator's Office  Hasler Global Hasler Global is a mail processing software use... | Public

Data Classificatl § | Valu i

[« I 7 |

Show All (22)

Medium
Low
Medium
High
Medium
High
High
Medium
Low
Hizh

Medium

8
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Formalizes existing practice: Data is already being classified during
the annual inventory into 3 categories

Datasets by Data Classification #

T20

Nurnber of Datasets

320

240

160

B0

Sensitive

Data Classification

Classification scheme introduced in
first data inventory in 2014



Information security: Classification is required by the Cybersecurity

Policy to identify risky data and systems

City-wide Cybersecurity Policy

The City and County of San Francisco is dedicated towards building a strong cybersecurity program
to support, maintain, and secure critical infrastructure and data systems. The following policy is
intended to establish key elements to a citywide cybersecurity program.

ROLES AND RESPONSIBILITIES

1. Department Heads shall:

b. To the extent possible, attempt to budget and staff the cybersecurity function for
systems procured, operated, or contracted by their respective departments to
ensure that all systems and the data contained by them are protected in
accordance with the category / classification of the data and systems.

2. Department Cybersecurity Security Officers / Liaisons shall:

a. Ensure information resources are properly protected through risk treatment

strategies that meet the acceptable risk threshold for the category / dassification of
the information resource.

5. Chief Data Officer shall:

a. Work with the City CISO to develop and maintain an information classification
system and support departments in their data classification efforts.

23



Information Security: Why does classification
matter?

» Responsible risk management requires that you match
security protections with risk
— Identify which systems need additional protection
— Identify which systems may be overprotected
— Tailor incident response based on impact of the data loss
* Develop plans and requirements for acquisition

— Evaluation criteria
— Data security terms in contracts

24



Classification supports informed data sharing and helps prioritize data for
publication by identifying data that can easily be shared or published
versus data that requires additional controls

San Francisco Administrative Code

CHAPTER 220 OPEN DATA POLICY

RCHAPTER 22D:
OPEN DATA POLICY

Sec. 22D.1.  Findings.
Sec. 22D.2.  Chief Data Officer and City Departments

Sec. 22D.3.  Standards and Compliance.

(c) City Departments. Each City department. board, commission. and agency ("Department”) shall:
(1) Make reasonable efforts to make publicly available all data sets under the Department’s control, provided however, that such disclosure shall be
consistent with the rules and technical standards drafted by the CDO and adopted by COIT and with applicable law, including laws related to privacy;
(2) Review department data sets for potential inclusion on DataSF and ensure they comply with the rules and technical standards adopted by COIT;

(3) Designate a Data Coordinator (DC) no later than three months after the effective date of Ordinance No. 283-13. who will oversee implementation
and compliance with the Open Data Policy within his’her respective department. Each DC shall work with the CDO to implement the City's open data

policies and standards. The DC shall prepare an Open Data plan for the Department which shall include:



Data Sharing: Why does classification matter?

» Flags data to help employees make responsible choices
» Helps reduce barriers for sharing data that is less risky

 Facilitates confidential data sharing by using the same
language and similar controls for data that poses similar

risks

26



For all these reasons, it's a best practice

M The City of New York

Information
Toch . CITYWIDE INFORMATION SECURITY POLICY
Telecommunications

Data Classification Policy
The Policy

The Agency head or designee has responsibility for ensuring agency information assets are
appropriately categorized and the appropriate degree of protection is applied based on its

valuation.

%E Office of the Chief Technology Officer ~ Q

Home  Services = Featured Initiatives ¥  Apps&Maps~ OpenData v

Dataset classification means the process of assessing the relevance of a
given dataset to an agency's mission, confidentiality, sensitivity, customary

Agency Support ¥

DC One Card » feg

UC Berkeley

Berkeley Information Security and Policy

Aboutr  Servicesv  Newse Resources  Policyr  Projects  |WantTo..»

Home » Data Classiication Standard

Data Classification Standard

1 Standard s sued under the autharity vested in Chief Information

On This Page o

» Purposz thi;
» Contart Information j % ogram shall comprise o comprehenire séi at include a ronge

keley Data Classificai
iness and Fingny

Assatiate Vice Chancelor far nformation Technolagy and Chief Information Officer
Palicy Office
Contact: [T Policy Manager, ipolicy@berkeley edu=

Data Clssification 2 pege pof dizgram

availability, and legal requirements so that the appropriate level of openness
and orotection can be determined and apolied

Number 6.0

Policy Owner

Data and Asset Classification

Information Security and Effective

01/01/2014

Technology Policy Last Revision

12/30/2013

Department of
Innowvation and
Technology
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Process to Develop
the Standard



Overview of the process

Research APRB Review Create
best & Decision working
practices Tree group

Draft
Standard

v

APRB Review

COIT

Adoption
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SME work group members

ceoit

Committee on Information Technology

Human Services Agency of San Francisco '. E
SAN FRANCISCO -

DEPARTMENT OF
TECHNOLOGY

San Francisco
Office of the Controller \\_ Water Sewer

San Francisco
.{/ Msuﬁm:rA Department of Public Health
\/{ ;r;:r?gyortation
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Overview of the
Standard



Requirements

1. Classify data as part of the annual data inventory process...

2. Review classification of data on a regular basis, but no less than
annually as part of the annual data inventory process set out in the
Data Policy.

3. Review and modify the data classification as appropriate when the
data is de-identified, combined or aggregated.

This standard does not alter public information access requirements.
California Public Records Act or the San Francisco Sunshine Ordinance

requests and other legal obligations may require disclosure or release of
data from any classification.




Classification

Level 1 Public Data available for public access or release. None - Low
Level 2 Internal  Data that is normal operating information, but is not proactively Low
Use released to the public. Viewing and use is intended for employees; it

could be made available Citywide or to specific employees in a
department, division or business unit. Certain data may be made
available to external parties upon their request.

Level 3 Sensitive Data intended for release on a need-to-know basis. Data regulated by Low - Moderate
privacy laws or regulations or restricted by a regulatory agency or
contract, grant, or other agreement terms and conditions.

Level 4 Protected Data that triggers requirement for notification to affected parties or Moderate
public authorities in case of a security breach.

Level 5 Restricted This data poses direct threats to human life or catastrophic loss of  High
major assets and critical infrastructure (e.g. triggering lengthy periods
of outages to critical processes or services for residents).*

*Before classifying data as Level 5 Restricted, you should speak with leadership in your department and the City’s Chief Information Security Officer. Only in rare instances will
data be classified at this level. For example, in the federal NIST guidance, homeland security, national defense and intelligence information is classified as “high” impact.



Data Classification Procedure

(Appendix A)

Is this City data?

Identify the level
of potential
adverse impact
due to loss of
data
confidentiality,
integrity, or

availability.

“Public

Level 3 -
No~  Sensitive

High

Protected )
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Proposed Implementation and Rollout

« Update the existing 3 level
classification (public, sensitive,
protected) with the new levels

* Incorporate into existing annual
Inventory process with additional
guidance

® F 0 r d e p artm e n tS th at h ave O n Iy Qur open dara legislati quires 1] an inventory of City datasets and 2) publishing pl ns from each depar t. March 31, 2015 wasTh.e tergert ate for a!

departments LI e the dat: ventory‘ We acccp[ depamnen[ submissions on a rolling mon[hly basis and ask for annual revisions of the

y. Publishin and will be updated ev

completed a system inventory, . ”y . g

have them classify the range of >**=*

data held in the system and offer "< ‘
assistance and consultingto 7%”?::%

finish dataset inventory —
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Data, fo the City

THANK YOU

@datasf | datasf.org |datasf.org/blog



CYBERSECURITY
| Strategic Goals and Roadmap
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3. CYBERSECURITY

Secure the City's infrastructure,
network, and data by establishing
strong policies and practices while
integrating superior cybersecurity
tools.

TECHNOLOGY

ﬁ SAN FRANCISCO
DEPARTMENT OF

2017-2018 Strategic Plan
Strategic Area of Focus

3.1 POLICY: Adopt cybersecurity framework to protect critical
systems and data.

3.2 OPERATIONS: Identify, Protect, Detect, Respond, and Recover
using the NIST Framework.

3.3 COIT CYBERSECURITY PROJECTS: Successfully implement COIT
projects, specifically Identity and Access Management, Business
Continuity/Disaster Recovery, Active Directory, and Third-Party
Patching Solution.

3.1.1 - Establish Policies
3.1.2 - Policy Execution

3.2.1 - Security Operations Center
3.2.2 - Cybersecurity Risk Mgmt. Program
3.2.3 - Security Architecture

3.3.1 - Identity & Access Management®
3.3.2 - Citywide Active Directory®

3.2.4 - Resiliency
3.2.5 - Advanced Endpoint Protection
3.2.6 - Mobile Device Management DT

3.3.3 - Third-Farty Patch Mgmt. Program*

3.3.4 - Business Continuity/Disaster
Recovery®
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Policy & Framework Roadmap

 Adopted by 42 Departments

Cybersecurity Training +  84% adoption rate

 Cyber Awareness Month 3 learning events
Cybersecurity Awareness (Symantec, FBI)
* Developed cyber awareness website

e Based on NIST Policy templates

* Presented to review board AVOID THE

RANSOMWARE
NIGHTMARE!SS

City Cybersecurity Training
& Awareness Policy

* Ready for COIT approval

cccccccccccc
DEPARTMENT OF
""" TECHNOLOGY




Cyber Operations Roadmap

e Conducting regular scans, advising departments

>ecurity Operations Center Incident Response: ransomware, 26 suspicious logins

* PCl compliance - Coalfire, scans

e CIIS certification of operations staff in progress

e Patch management — evaluating servers, tool sets for
patch management and policy

COOP & Disaster Recovery * DT Business Impact Analysis — essential processes,

dependencies, priorities, staffing needs
%)

Recovery Plan developed, table top exercise
completed

CONTNITY  ReCOVERY e Established a website for departments DPR3 efforts
e Assisted with DEM emergency response and testing

Compliance

H DEPARTMENT OF
""" TECHNOLOGY | | a0



COIT Cybersecurity Roadmap

 FSP DR tests completed
ldentity & Access Management <+ Continued FSP post go-live support
* |AM DR phase 1 test completed

* Onboarding SF Fire and DPA completed
* Engaging MicroSoft for upgrade assessment

Active Directory Upgrade

New Project * Access keys only for designated staff on request

Privileged Access Management All access logged, no one person “owns” the key
* Products demos in progress

cccccccccccc
DEPARTMENT OF
""" TECHNOLOGY | a1



CYBERSECURITY
Strategic Goals and Roadmap

Look Ahead

Offer to Departments:
Device/system scanning services
Defined dashboards to quickly assess threats and situations
Mobile device management
Device encryption
Patch management
Early detection and cyber advisory services

SSSSSSSSSSSS



Awareness & Training
Policy



Why is Cybersecurity Awareness Important?

The Risk:

* Alarge citywide, connected network
The human factor in cyber risk management

Loss of data, interruption of services, system
failure

Non-compliance with laws and regulations

Evolving cybersecurity threats




Policy Goals/ Objectives

Improve user awareness of risks.

Ensure users understand their responsibilities for protecting
information and systems.

Develop user knowledge and skills so they can perform their
jobs securely.

Ensure that CCSF complies with federal, state and local
government regulations for data and system security (HIPAA,
ClIS, PCl).




Policy Actions

New employees take cybersecurity training during onboarding

System users take yearly training: On-line course, instructor led
workshop, or other approved training.

Training records retained by to the Cybersecurity Liaison and
available to departmental human resources (HR) staff.

Records retained for a minimum of 2 years from last date of
completion, or longer depending on departmental requirements.




Roles and Responsibilities

City Chief Information Security Officer (CISO) — Plan and produce yearly
training

Department Heads — Promote and ensure compliance in their department
Departmental Cybersecurity Liaisons — organize, conduct and track training
Departmental HR — maintain training records

City Services Auditor - assess compliance with this standard

Users - complete required annual training and participate in cybersecurity
awareness events




Compliance

A department may restrict access to information
systems of any user who fails to comply with the

annual awareness training requirement, until the
requirement is met.
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10. Public Comment
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