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Agenda 

    1. Call to Order by Chair 

2. Roll Call 

3. Approval of Minutes 

4. Discussion: Review of COIT Budget Forms & SharePoint 

5. Project Update: Fix the Network (Technology) 

6. Discussion: Overview of Asset Management Systems 

7. Project Update: ServiceNow IT Asset Management (Technology) 

8. Project Update: Infor Capital Asset Management (Public Works) 

9. Public Comment 

10. Adjournment 
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3. Approval of Minutes 

Action Item 
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4. Discussion: Review of COIT Budget Forms & SharePoint 

Matthias Jaime, COIT 

4 



COIT BUDGET FORMS & SHAREPOINT 

5 SharePoint 

https://sfgov1.sharepoint.com/sites/ADM-COIT/_layouts/15/start.aspx/SitePages/Home.aspx
https://sfgov1.sharepoint.com/sites/ADM-COIT/_layouts/15/start.aspx/SitePages/Home.aspx


5. Project Update: Fix the Network 

Department of Technology 

Ashley Amjad 

Bryant Bailess 

Eddie Eriksson 
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What Problems are Being Fixed? 
Three Real Examples 

This is a problem now. 

Old firewalls are slowing 
down network performance 
for remote users (who use 
VPN) and limiting capacity 
for internet use. 

This is a problem now. 

The data centers are not 
currently redundant – there 
is no true real-time failover 
(resilience) capability to 
another data center if one is 
made unavailable. 

This is a problem now. 

Access to the internet has a 
single point of failure – 
there is no true redundancy 
here. 

Fix the Network 

Critical network upgrades & maintenance exist as a foundational project  
in order to address problems business and technical users are facing today 



Fix the Network 
Summary 

Objectives  
• Update legacy network equipment (e.g. routers) 

• Optimize network routing (choose best paths) 

• Standardize network protocols* (fewer rules) 

• Simplify network topology (neater design) 

• Enhance security (less intrusion) 

• Enable internet failover (no interruption) 

• Eliminate single points of failure (no weakest link) 

 

 

 

 

Outcomes 
• More resilient and secure network (enables re-routing) 

• Higher network availability (less downtime) 

• Easier maintenance (lower support costs) 

• Greater network throughput (e.g. better streaming) 

• Standardized network (more plug-and-play) 

• Greater capacity for growth (to meet demand) 

• Enhanced data & voice quality (clearer phone calls) 

* Routing protocols are instructions to city network 
infrastructure on how to send information around the network. 

 

The goal is to have a secure, resilient, high-availability network that can scale to accommodate future client 
applications and to support the growing base of mobile and remote users. 



Accomplishments Since June 2015 
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Accomplishments Related Project or 
Initiative 

Resource 

Collapsed 2 public WiFi switches into 1 switch Simplify Network Topology Sr. Network Engineer 

Created documentation for data centers and several city agencies Documentation Data Center Team 

Procured 2 ASR routers to support multiple 10 Gb links Router upgrades  Procurement 

Migrated 60% of WAN networks to simplified routing environment Optimize Routing Sr. Network Engineer 

Substantial progress migrating off of AT&T external IP addresses Internet Failover Project Manager 

Kick-off meeting with Cisco to implement firewalls and wireless LAN 

controllers 
Simplify Security, Expand 

Wireless 
Network Team 



Activities Over Next Quarter 
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Activities Over Next Quarter Related Project or 
Initiative 

Resource 

Create to-be WAN network protocol roadmap Simplify Routing Sr. Network Engineer 

Implement new firewalls Simplify Security Cisco 

Implement new wireless controllers Expand Wireless Cisco 

Migrate off of AT&T external IP addresses Internet Failover Network Engineers 

Continue documentation efforts with NetBrain and 46 customer sites Documentation Data Center Team 

Install Secure Access Control Servers and New Routers Upgrade Security and Network 
Equipment 

Sr. Network Engineer 



2015-16 Key Performance Indicators 
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KPI # Project Component Key Performance Indicator Measurement Target 

1 Update Hardware/Software Increased throughput 25% faster routing performance 

2 Eliminate SPOF Reduction in SPOFs 50% reduction in SPOFs 

3 Simplify Security Reduction in Access Control Lists 15% reduction of ACLs 

4 Optimize Routing 
Reduction in Routing Distribution 

Points 
25% reduction in distribution points 

5 Remote Access Faster, simpler, secure connection 25% faster VPN connection 

6 Expand Wireless Greater WiFi capacity 25% increase in WiFi capacity 



Fix the Network 
Spend (Actuals) – which has been sourced mostly from COIT funding 

Equipment, Tools and Services Cost FY Spend Origin of Funds 

NetBrain (Tool for network discovery, mapping and diagnostics) $242,840 2014 COIT 

SmartNet (Cisco maintenance) $221,369  2014 COIT 

ASR 1002 Upgrade Aggregation services router enabling multiple WAN connections, 

encryption & traffic management. (Upgrade of card from 1Gb to 10 Gb) 
$64,871  2014 COIT 

Firewalls (Total of six) $1,089,838  2014 13% from DT Project funds 

Firewall Design Services Cisco consulting services $270,710 2014 100% from DT Project funds 

ACS 5.6 (2) Access control server platform supporting an identity-based networking solution for 

Cisco intelligent information networks (replacing ACS 4.2)  
$60,746  2014 COIT 

Wireless Controllers Provides visibility, scalability, and reliability needed for highly secure, 

enterprise-scale wireless networks 
$895,659  2014 33%  from DT Project funds 

Cisco Prime Network management strategy and product portfolio that simplifies management 

operations 
$148,836  2014 COIT 

New ASR 1002 (2) Replacing 1002s at Rancho to support multiple 10 Gb links $177,753 2015 COIT - 8/15 

Network Switches Replacing old Juniper switches and support 10 Gb at 200 Paul Avenue and 

Rancho Cordova facilities 
$290,000 2015 COIT - estimate 10/15  

Salaries & Benefits Network Engineer $273,000 2015 COIT – 9/15 

TOTAL Through 2015: $3,735,622  $712,951 from DT Project funds 

Total Program Budget: $6,895,022 

Program Budget Remaining: $3,159,400 
Amount is expected to meet planned FTN 

purchasing requirements 



City Hall and Fox Plaza Network Upgrade 20 wiring closets + core switches (Q3 FY16) ~$975,000  15-16 COIT 

Extranet Re-Configuration Switch and router replacements (Q3 FY16) ~$135,000 15-16 COIT 

Physical Fiber & WAN Augmentation Multi-Plexing Switches (Q3 FY16) ~$400,000 15-16 COIT 

Forecast Total ~$1,510,000 

Equipment, Tools and Services Cost FY Spend Origin of Funds 

TOTAL Through 2015: $3,735,622  

Total Program Budget: $6,895,022 

Program Budget Remaining: $3,159,400 

2015-16 Remaining Budget $1,555,913 

Fix the Network 
Forecast for Remainder of 2015-16 



2014 2015 2016 2017 2018 

Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 

Fix the Network  

Update Internet Facing Hardware & Software 

Enable Internet Failover 

Expand Wireless 
Capacity 

Enhance Remote 
Access 

Eliminate Single Points of 
Failure 

Optimize Routing 

Simplify Network Security 

Wireless 
Capacity 

Expanded 

More 
Resilient 
Network 

Network Design 
Complete 

Network 
Configurations 
Simplified and 

Secured 

Today 

Input: ONS deployed 

Input: 
Deployed 

IAM 

Update Customer Fiber WAN Hardware & Software 

Resources Planned Actual 

Project Manager  40% 40% 

Architect  15% 5% 

Network Manager  35% 5% 

Principal Network 
Engineer  

15% 5% 

Sr. Network Engineer x2 20% 10% 

Wireless Engineer (Cisco) 25% 25% 

Data Center Engineer x2  20% 10% 



Risks and Issues 
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Risks Proposed Mitigation or 
Resolution 

Responsible Team 

May require senior network design skills from professional services instead 
of City employees. Skillset in high demand in tight labor market 

Identify funding source, hire 
professional services 

DT Management 

Issues Proposed Mitigation or 
Resolution 

Responsible Team 

Network Services team is under staffed, impacting time spent on network 
protocol redesign and to-be protocol roadmap 

Two principal network engineers 
- under review by Mayor’s office. 

Three principal network 

engineers under review by DHR. 

DT Network Team 

Absence of Chief Information Security Officer security manager will delay 

Remote Access improvements 

1st round interviews begin next 

week.  

DT Leadership 



6. Theme: An Overview of Asset Management Systems 

Matthias Jaime, COIT 
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OVERVIEW OF CITY ASSET CLASSES 

Class of Asset Examples 

Land & Land Improvements Land, betterments, site improvements (not 
buildings) 

Infrastructure Roadways, overhead lines, fiber, conduit 

Buildings & Building Improvements Materially extend useful life – roofing, renovations, 
etc… 

Construction-in-Progress The accumulation of costs on uncompleted 
buildings 

Equipment Furniture, department inventories 

Intangible Software, easements 
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DATA COLLECTION – CITY ASSETS 

Controller 

- Fixed assets reports annually to City’s 

Comprehensive Annual Financial Report (CAFR) 

- City Services Auditor conducts inventory audits 

- 2015: REC, Library 

- 2014: SFGH, Laguna Honda, PRT 

- Upcoming Project: F$M Module 
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DATA COLLECTION – IT ASSETS 

COIT 

- Collects department IT information for ICT Plan 

- Information collected: 

 

 

 

 

- COIT’s PC Refresh cycle another source of inventory 
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- Department IT standards & policies - Number of physical/virtual servers 

- Software inventory - Uninterrupted Power Supply 

- Security Standards - Wi-Fi Networks 

- Anti-virus software - Internet Service Provider information 

- Network infrastructure equipment  



DATA COLLECTION – IT ASSETS 

Open Data Office 

- Collect information on department database systems 

- Information collected: 

 

 

- Currently tracking 42 depts, 519 systems 
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- Department - Vendor 

- Division - Description 

- System Name - Key Contacts 



7. Project Update: ServiceNow IT Asset Management 

Department of Technology 

Bryant Bailess 

Eddie Parsa 

Payal Desai 
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DT IT Asset Management 

DT has activated ServiceNow Asset Management module, and we will begin planning to 
expand this functionality to other departments in late FYQ2 or Q3. 

Current sample of DT’s managed assets in ServiceNow  



DT ServiceNow Configuration Management  

Current sample of DT Inventory in ServiceNow  

The IT Asset Management database is tied to the Configuration Management DataBase so that relevant information about assets gathered in the CMDB can 
be leveraged by Asset Management and vice versa. Existing ServiceNow CMDB is populated with the following classes of Configuration Items; 
 

 Applications 
 Application Servers 
 VMware 
 Database Servers 
 Database Instances 
 Infrastructure Services 

 

DT’s near term plan is to;  
 

 Populate City Data Center, Network and Storage assets to allow visibility into core infrastructure status & health 
 Integrate existing system management tools, including NetBrain, SolarWinds, Nlyte and others to provide near real-time updates & alerts 



ServiceNow Asset Management  

Additional Features include: 
  

• A wide variety of license types, including those based on location, named users,  & 
subscriptions  
 

• The inventory details, physical, financial, and service attributes of departments’ hardware, 
software, and virtual assets throughout their entire lifecycle 
 

• Notifications can be added to workflows that alert users and managers to software that 
may be unauthorized or is in need of maintenance, i.e., renewal & patching, etc.  
 

• Once an asset is deployed, ServiceNow records  all maintenance activity and can enable DT 
to perform audits at any time 



Example  Dashboard 

Configuration Items by Class/Type Configuration Items by Manufacturer 

With ServiceNow Asset Management Overview module you can display various asset management gauges showing 
information by manufacturer, lifecycle, cost, etc.  



Other City Asset Management Tools (Non IT Focused) 
HP Asset Manager: 
 
• Used to track Project Inventory, Wifi and Telecom Inventory 
• Fiber & Radio Inventory will be loaded into HP Asset Manager in 

preparation for the move from Jerrold and Parisian facilities 
• Data will feed into ServiceNow 

INFOR: 
• Used by DPW, Real Estate, Library 
• Planned for roll out to MTA, PUC next 
• Leveraged for bridges, city streets, real estate assets 
ARCFM: 
• Used to track deployed City fiber, connections and conduit 



Envista: 
• Used by DPW, MTA, DT for the DigOnce project.  

Other City Asset Management Tools (Non IT Focused) 



8. Project Update: Infor Capital Asset Management 

Ephrem Naizghi, Department of Public Works 
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Project 1: Overview (1 of 4) 
CMMS is an enterprise-level commercial off the shelf system (INFOR EAM) capable of managing a variety of 
asset types.  
  
GOAL: To implement and support a single asset and work management system for the Department of Public 
Works, Real Estate and the Library. 
 
1. CMMS is used to:  

• Track assets (e.g. Facilities, Streets, Curb ramps, Trees, Bridges, Tunnels, etc)  
• Manage and plan all work against these assets in a standardized manner (work originates from internal city staff 

and the public). 

 
2. CMMS is currently used by Real Estate, Library, and three of four bureaus within DPW’s Operations.  
3. CMMS is integrated to several major systems (311, Address, GIS, DPW Financials, PUC Maximo)  
4. Upcoming projects include: Work Management for DPW-SES (fourth and final bureau in DPW 

Operations), migration to the Cloud, mobile work management for Real Estate, Work Management 
for the DPW Engineering divisions, expanded functionality for the Library 

5. MTA is currently implementing use of this software for managing their departmental assets 
 

Update: Computerized Maintenance Management System 
Overview 

www.sfcoit.org 29 



Project 1: Overview (1 of 4) 
Update: Computerized Maintenance Management System 
INFOR Functionality 

www.sfcoit.org 30 

Module DPW RED LIB 

Asset X X X 

Work X X (limited) X (limited) 

Materials 

Procurement 

Fleet 

Sustainability 

Integrations X 

Mobile X 



Project 1: Overview (1 of 4) 
Update: Computerized Maintenance Management System 
Current Configuration – Two Models 

www.sfcoit.org 31 

Module DPW RED LIB 

Asset • Facilities 
• ROW 

• Facilities • Facilities 

Work • Corrective/ Planned/ Events/ 
Projects 

• Start/ Stop Time 
• Measures/ Materials 
• Cost – Estimate and Actuals 

 

• Corrective • Corrective 

Integrations • 311 
• PUC 
• GIS 
• Address 
• DPW Financials (may be 

replaced) 
• DPW Custom Systems 

Mobile • Work dispatch and closure 



Project 1: Overview (1 of 4) 
Update: Computerized Maintenance Management System 
Assets 

www.sfcoit.org 32 

Asset AssetTypes 
Addresses City Addresses  

• Virtual  
• Real 

Facilities Buildings 
Floors 
Systems 

Right of Way Tree 
  
Roadway Structures 
 Bridges 
 Tunnels 
 Retaining Walls and 

Staircases  
  
Roadway Network 
 Segments and Intersections 
 Curb ramps 
 Medians 
  

Public Spaces 
 Landscape Areas 
 Plazas 
 Parking lot 
 Street Park 
 Water Meter 
 Irrigation System 
 Landscape Plot 



Project 1: Overview (1 of 4) 
Update: Computerized Maintenance Management System 
Work Management 

www.sfcoit.org 33 

1. Types of Work 
• Corrective 
• Estimate  Project 
• Event 
• Planned 

2. Capture information about work 
• Basic info e.g. Issue Description, Date Submitted, Assigned To, 

Status 
• Detailed info e.g. Labor and Non Labor Costs, Crew / Staff Hours, 

Materials and Measures, Action and Completion Codes, etc 

 



Project 1: Overview (1 of 4) 
Update: Computerized Maintenance Management System 
Start Center 

www.sfcoit.org 34 



Project 1: Overview (1 of 4) 
Update: Computerized Maintenance Management System 
Service Order Screen 

www.sfcoit.org 35 



Project 1: Overview (1 of 4) 
Update: Computerized Maintenance Management System 
Asset Heirarchy 

www.sfcoit.org 36 



Project 1: Overview (1 of 4) 
Update: Computerized Maintenance Management System 
Mobile 

www.sfcoit.org 37 



Project 1: Overview (1 of 4) 
Update: Computerized Maintenance Management System 
What is data used for? 

www.sfcoit.org 38 

1. Coordination, communication, and visibility with internal 
staff and clients 

2. Informed decision making - determine trends in order to be 
proactive in response 

3. Used in DPW Stat in order to review performance – duration, 
cost, and quality 

 

 



Project 1: Overview (1 of 4) 
Update: Computerized Maintenance Management System 
How data is evaluated 

www.sfcoit.org 39 

1. Counts – Number of Service Orders related to All types of work 
(e.g. Trees, Potholes, Hot/Cold calls for buildings) 

2. Duration – Response time during the lifecycle of work completion  

3. Cost/ Hours – Compare Estimates against Actuals per Service 
Order  

4. Forecasting – Determine resource needs 

 

Tied to Asset so can review data by Asset Type, Attribute, Location, etc 

 



Project 1: Overview (1 of 4) 
Update: Computerized Maintenance Management System 
How data is evaluated (Examples) 

www.sfcoit.org 40 



Project 1: Overview (1 of 4) 
• Scope & Schedule 

 

Update: Computerized Maintenance Management System 
Overview 

www.sfcoit.org 41 



Project 1: Overview (1 of 4) 
• DPW, RED and LIB currently using CMMS to manage 

maintenance work assigned to department staff 

• CMMS used by majority of City Departments as Requestors of 
work assigned to RED and DPW 

• Library interested in expanding currently functionality 

• Police interested in implementing Planned Maintenance and 
Inspections program 

 

 

Update: Computerized Maintenance Management System 
Collaboration 

www.sfcoit.org 42 



Project 1: Overview (1 of 4) 
• Departments that manage facilities or ROW assets 

• Departments that have a workforce that supports these asset 
types 

• Departments that receive/manage 311 requests 

 

 

 

Update: Computerized Maintenance Management System 
Current Configuration - Scaleability 

www.sfcoit.org 43 



• Budget 
  

 

 

 

  

 

 

• Staffing 
– 1070 Project Manager (Program Lead) 

– 1053 Business Analyst (Technical Lead) 

– 1053 Business Analyst (Implementation Lead) 
 

• Key Performance Indicator(s)  
– Percentage of Tasks Delayed 

– Number of Milestones Missed 

– Deviation from Planned Budget 

– Percentage off Budget 

Proposed Uses 
Non-General Fund 

FY14-15 

Non-General Fund 

FY15-16 

Salary & Fringe $475,000 $475,000 

Professional Services $200,000 $100,000 

Total Project Cost $675,000 $575,000 

Update: Computerized Maintenance Management System 
Details 

www.sfcoit.org 44 



Questions / Comments  

 

Thank you 
 

San Francisco Public Works 
 

Computerized Maintenance Management System (CMMS)  
Using Infor EAM (Enterprise Asset Management) 

 
March 19, 2015 

Update: Computerized Maintenance Management System 

www.sfcoit.org 45 



9. Public Comment 
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